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Preface

1. About Mandriva Linux

Mandriva Linux is a Linux distribution supported by Mandriva S.A., which was born on
the Internet in 1998. Its main goal was and still is to provide an easy-to-use and friendly
Linux system. Today, Mandriva's activity lies on three pillars: simplicity, openness and
innovation. Mandriva's distribution is the result of the best of Open Source, based on the
collaboration between Mandriva and its contributor community.

On April 7th 2005, the Mandrakesoft company changed its nameto Mandrivato
reflect its merger with Brazil-based Conectiva. Consequently, its core product,
Mandrakelinux, became Mandriva Linux.

1.1. Contacting Mandriva Linux Community

The following are various web links pointing you to the most important Mandriva Lin-
ux-related sources. If you want to know more about the Mandriva company, connect to
the Mandrivaweb site [http://www.mandriva.com/]. Y ou will find information concerning
Mandriva Linux distributions and derivatives.

Mandriva Expert [http://expert.mandriva.com/] is Mandrivas online support platform. It
offers a new experience based on trust and the pleasure of rewarding others for their con-
tributions.

We aso invite you to subscribe to the various mailing lists [http://wiki.mandriva.com/en/
Development/Mailinglists] where the Mandriva Linux community demonstrates its high
spirits and keen debates.

Please also remember to connect to our Security page [http://www.mandriva.com/securi-
ty/]. It gathers all security-related material about Mandriva Linux distributions. Y ou will
find security and bug advisories, as well as kernel update procedures, the different secu-
rity-oriented mailing lists which you can join, etc. This page is amust, for any server ad-
ministrator or user concerned about security, which completes tools available in the dis-
tribution.

1.2. Joining Mandriva Community

Mandriva Community is the place where users, developers and translators meet to help
each other out, exchange valuabl e information about Mandriva Linux, get informed about
the latest Mandriva, Linux and Open Source news and also participate to the design of
future distributions.
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Purchasing Mandriva Products

To join this community, you only need to create your personal Mandriva ID (you can
obtainit for free by subscribingto My Mandriva[http://my.mandriva.com]). Y ouwill have
access to:

* help (forums, chat, Knowledge Base with tutorials, how-tos, tips and tricks),
* news,
» much Mandriva and community-contributed content,

» and the official Mandriva Linux documentation.

Mandriva Community iswhere you get the best Mandriva Linux experience, learning from
others, teaching others, accessing exclusive features and contributing to the development
of Mandriva Linux and Free and Open Source Software in general.

1.3. Purchasing Mandriva Products

You can purchase Mandriva products on-line through the Mandriva Store [http:/
store.mandriva.com]. You will not only find Mandriva Linux solutions but also special
subscription offers, support, third-party softwares, documentation, Linux-related books,
aswell as other Mandriva goodies.

We couldn't close this section without mentioning one of Mandriva flagship products:
Mandriva Flash is a pre-installed Mandriva Linux distribution on asimple 8GB USB 2.0
key. Y ou only need to plug the key in your computer to start your Linux system anywhere.
Y ou can a'so save and exchange your data on this key.

1.4. Contributing to Mandriva Linux

The skills of the many-talented folks who use Mandriva Linux can be very useful in the
making of the Mandriva Linux system.

e Packaging. A Linux system is mainly made of programs found on the Internet.
These need to be packaged in order to work together and to update safely.

e Programming. There are many projects directly supported by Mandriva: find the
one that most appealsto you and offer your help to the main developer.

e Writing Documentation.  Beit for inline help intheinstaller or the Control Center,
or for the various manuals accompanying the Mandriva Linux flavors, new material is
always required. If you feel like sharing your knowledge in a structured and pedagog-
ical way, join us at the Wiki [http://wiki.mandriva.com/en/Development/Tasks/Docu-
mentation].
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About this User Guide

¢ Internationalization. = MandrivaLinux istranslated in more than 70 languages. Y ou
can help ustrandate web pages, programs and their respective documentation.

Consult the Community page [http://www.mandriva.com/en/community/] on Mandriva
official website.

2. About this User Guide

Theaim of thismanual isto giveyou abetter understanding of the MandrivaLinux system.
In it, we focus on graphical applications that allow you to perform your daily tasks, such
as writing documents and e-mails, surfing the Web, and listening to music. We also show
you how to configure your desktop to your liking, install software, and to configure the
whole system in general.

3. Conventions Used in this Book

3.1. Typing Conventions

Formatted Exam- |Meaning
ple
inode Used to emphasize atechnical term .

Is-Ita Used for commands and their arguments. (see Section 3.2.1,
“Commands Synopsis’ [xvi]).

a file Used for file names. It may also be used for RPM package
names.

Is(1) Reference to aman page. To read the page, simply type man 1
Is, in acommand line.

$1s *.pid Formatting used for text snapshots of what you may see on your
screen including computer interactions, program listings, etc.

| ocal host Literal data which does not generaly fit in any of the previously
defined categories. For example, a key word taken from a config-
uration file.

OpenOffice.org Defines application names. Depending on context, the applica-
tion and command name may be the same but formatted differ-
ently. For example, most commands are written in lowercase,
while applications names usually begin with an uppercase char-
acter.
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Genera Conventions

Formatted Exam- |Meaning
ple

Files Indicates menu entries or graphical interface labels. The under-
lined letter, if present, informs you of a keyboard shortcut, acces-
sible by pressing the Alt key plusthe letter in question.

Le petit chaperon Identifies foreign language words.
rouge

Warning! Reserved for special warnings in order to emphasize the impor-
tance of words. Read out loud.

% Highlights a note. Generaly, it gives additional information about a specific
' area

NI~  Representsatip. It could begeneral advice on how to performaparticular action,
;QS or hintsabout nicefeatures, such as shortcuts, which could makeyour lifeeasier.

. Be very careful when you see this icon. It always means that very important
& information about a specific subject will be dealt with.

3.2. General Conventions

3.2.1. Commands Synopsis
The example below shows the symbols you will see when the writer describes the argu-
ments of acommand:

command <non literal argument> [optional arg -...]

These conventionsare standard and you will find them el sewhere such asin the man pages.

The“<” (lesser than) and “>" (greater than) symbols denote a mandatory argument not to
be copied asis, which should be replaced according to your needs. For example, <fi | e-
nane> refers to the actual name of afile. If this name is f 0o. t xt you should type
foo. t xt, not<f 0o. txt>or<fil enane>.

The square brackets (“[ ]”) denote optional arguments, which you may or may not include
in the command.

Thedllipsis (“...”) means an arbitrary number of arguments may be included.

The curly brackets (“{ }") contain the arguments authorized at this specific place. One of
them isto be placed here.
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Quick Install

3.2.2. Special Notations

From time to time, you will be asked to press, for example, the keys Ctrl+ R, which
means you need to press and hold the Ctrl key and tap the R character right after aswell.
The same applies for the Alt and Shift keys.

We use capital letters to represent the letter keys; this doesn't mean that you
have to type them capitalized. However, there might be programs where typing
R isnot the samethan typing r. Y ou will beinformed about thiswhen dealing
with such programs.

Regarding menus, going to menu item File — Reload user config ( Ctrl+ R ) means:
click on the File text displayed on the menu (generally located in the upper-left of the
window). Thenin the pull-down menu, click onthe Reload user config item. Furthermore
you are informed that you can use the Ctrl+ R key combination (as described above) to
get the same result.

3.2.3. System-Generic Users
Whenever possible, we use two generic users in our examples:

Queen Pingusa gueen Thisisour default user, used through most
examplesin this book.

Peter Pingus peter This user can be created afterward by the
system administrator and is sometimes
used to vary the text.

4. Quick Install

If your computer is not already installed with Mandriva Linux you only need the installa-
tion media (DVD or CDs), very basic computer skills (of the “move the pointer and click”
kind), common sense, and a few minutes.

Installing Mandriva Linux implies copying the required system and application files on
your system and answering a few questions regarding the system's configuration and se-
curity. Once this is done, al that is left is to fine tune your system... and enjoy it. We
concentrate on installation here. System configuration and security are subjects we touch
upon in the rest of this book.

4.1. Performing the Installation

If your computer aready has another operating system installed, you might want to first
check the notesin Section 4.2, “ Co-existing with Other Operating Systems” [xviii].
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Co-existing with Other Operating Systems

All recent systems can boot from a CD-ROM, configure your computer to boot from the
CD, insert the 1% CD (or the DV D), boot the system and follow the on-screen instructions.

The installer asks you some simple questions regarding the desired language, keyboard
layout (if applicable), security level, disk partitioning scheme and package selection; it is
usually safe to accept the defaults proposed.

Please refer to Part 11, “Installing Mandriva Linux”[169] if you have doubts about
what to answer on any given install step.

4.2. Co-existing with Other Operating Systems

You caninstall Mandriva Linux alongside other operating systems, such as Windows®, or
other versionsof Linux. Have the documentation for those OSes handy and make sure you:
1. Backup existing data. Thisis always the safest choice to ensure no dataislost.

2. Defragment the disk . Thisis mostly needed with al variants of Wi ndows®. Linux file
systems have very little fragmentation, so there is no need to defragment them.

3. Make room for Mandriva Linux. 10 GB can be enough depending on what you want
to dowith it. Note that the installer itself can resize existing installations of Wi ndows®
and Linux without the risk of losing data.

Once MandrivaLinux isinstalled, and the system is restarted, a menu appears from which
you can select the operating system to start: use the arrow keys to highlight the one you
want, then press Enter| to boot it.
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Part I. Free Software Daily

(* ‘Mandriva

Using Mandriva Linux on a Daily Basis

Thefollowing chaptersintroduce the applications avail able under MandrivaLinux for your
daily needs.






Chapter 1. Discover
your New Environment

1. Discovering the K Desktop Environment

This chapter introduces the K Desktop Environment (KDE). It discusses where to find
your usual folders, and how to customize your desktop. It also talks about how to search for
filesand introduces the concept of KDE sessions. Therange of features KDE offersaswell
as its degree of personalization is huge and you are encouraged to refer to its integrated
help to learn more about this great desktop environment.

1.1. The Desktop

OfMandriva Powerpack 201

t 20 RRE &1 BE s xaSmoesay J I

Figure1.1. The KDE Desktop



The Panel

KDE isvery much like any modern desktop. In the figure above, you see the desktop itself,
and the panel sitting at the bottom.

1.2. The Panel

3 E"...E'}E Bl es < mossav 1

Figure 1.2. The KDE Pane

The panel isthe bar which sits, by default, at the bottom of your desktop and contains the
following main components:

u TheMain Menu. Allows you to access the software installed on your system.
It isthe equivalent of the Start Menu of Wi ndows®. Programsare arranged into convenient
categories, so you can quickly and easily find the applications you want to run.

E HomeFolder. Opensafilebrowser displaying your homefolder. It also alows
to navigate to other parts of the file systems, and even to remote devices. See Section 1.3,
“Virtual Desktops’ [4] for more information.

Various Launchers and Applets.  You aso find some icons to launch applications
(Firefox or Thunderbird for example) and other useful applets at the far right: a calendar,
network status and config, sound control, etc.

1.3. Virtual Desktops

Think of virtual desktops as having several screens available but with only one monitor.
By default, you have 4 “virtual” desktop to organize your applications.

To switch between virtual desktops use the following keyboard shortcuts :
Ctrl+ F1
to switch to first desktop

Ctrl+ F2
to switch to second desktop

Ctrl+Fn
to switch to n" desktop



How to Access Folders

Y ou can a so move application windows from one desktop to another. To do so, right click
the window title, and choose To Desktop ... .

When you log in into KDE, the virtual desktop you were in when you closed your last
session is re-opened.
2. How to Access Folders

If you come from the Wi ndows® world, you may be abit disoriented at the beginning, but
once you know how folders are organized, you will see how simpleit isto find your usual
folders, access removable media (CDs, DVDs, USB storage devices, etc.), and externa
resources.

2.1. Welcome Homel!

Click E on the “Rocket” bar to open the folder containing your personal files.

="} peter - Dolphin (==
SELE Qe i
Places ® |5 » Home
@ Home
E Network E hEﬂ m

Desktop Documents Downloads
E Root

@{ Trash
@)™ andriva.2011.i586.1 ’ J’ \ . IE E

@’ -}l 9.0 GiB Hard Drive g Music Pictures sync-unresolved

E Share

4

Templates Videos

b

8 Folders 2.0 GiB free

(o
[=

Figure 1.3. Home Folder Content



Accessing Other Folders

These are somefoldersaready present on your personal folder which you can useto better
organize your data:

Documents
Thisiswhere all the documents you create are saved by default. It correspondsto the
My Docunent s folder on aWindows® system.

Downloads
This is where the files you download from the Internet are stored. It corresponds to
the My Downl oads folder on aWindows® system.

Music
Thisiswhere your music is saved by default. It correspondsto the My Musi c folder
on aWindows® system.

Pictures
This is where pictures you download from your digital camera are saved. It corre-
spondstothe My Pi ct ur es folder on aWindows® system.

Videos
Thisiswhere you can store all your videos. It correspondstothe My Vi deos folder
on aWindows® system.

Y ou can create, remove, and rename files and folders inside your personal (Home) folder.

2.2. Accessing Other Folders

]

o Y ou can a so browse the file system tree by opening the Root folder on the Places
sidebar. These folders contain your system configuration settings and the installed pro-
grams, aswell as other things. If you need to change the system's settings, use the Mandri-
va Linux Control Center (refer to Part 11, “Configuring and Tweaking Y our Box[27]

for more information).

2.3. Accessing Removable Media

Removable mediais auto-detected on medium insertion, which makes accessing and man-
aging CDs, DVDs and USB storage devices easy.



Accessing Remote Shares

Available Devices

@ CDROM

@ Mandriva.2011.i586.1

Figure1.4. A CD HasBeen Inserted

Just click on adevice to open alist of possible actions.

2.4. Accessing Remote Shares
Y ou can easily access shared resources on remote systems on your network with the file
manager. Here's how:
1. Open your Home folder
2. —
E Open Network on the Places sidebar.
Open Samba Shares.

4. Select a system whose content you want to view, and navigate down to the resource
that interests you.



Personalizing Y our Desktop

= peter - Dolphin (=] = 3
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Figure 1.5. Accessing Remote Shares

Y ou can then access the files on the share as if they were located on your own system.

3. Personalizing Your Desktop

Use the Configure your Desktop applet1 to customize your desktop features (see
Figure 1.6, “KDE System Settings[9)). Configurable features are grouped into cat-
egories, for example to change the screen resolution click on Display and Monitor inside

the Hardware category.

The System Settings appl et replaces the KDE Control Center present in previous Mandriva Linux versions.



Personalizing Y our Desktop

Configure Your Desktop
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Figure 1.6. KDE System Settings




Changing Y our Desktop's Appearance

3.1. Changing Your Desktop's Appearance

E Colors [modified] - System Settings (=] = S
@ @
-7? Color settings f_".
Style ] . - .
5 Scheme | Options | Colors | Inactive | Disabled
L -
-
¥
— & 1a Ora Night ~ | Get New Schemes... |
Colors IZ| Ia Ora Orange
oo [ 1a Ora Smooth | Upload Scheme... |
0~ [&H 1a Ora Steel
Icons 28 Norway | Import Scheme... |
A Obsidian Coast | savescheme.. |
Oxygen —
Fonts Oxygen Cold | Remove Scheme |

T QtCurve
Q QtCurve - Agua
Emoticons [ steel
E Wonton Soup
Zion
E Zion (Reversed)
ambiancy \J

Preview

Window text Normaltext link visited a i | = +

| Push Button | selected text i =

| Defaults || Reset | | Apply || Help |

Figure 1.7. Changing KDE's Color Scheme

Click on Application Appearance insidethe Common Appearance and Behavior category,
then on the Colors section (see Figure 1.7, “Changing KDE's Color Scheme{10]).
In the Scheme tab you are proposed alist with predefined color schemes, select the one
you likeand click Apply .

Y ou can also define custom color schemes: Open the Colors tab, select the item you want
to changefrom thelist and click the color button. Then, choose the color you like and click
OK to apply it.

Once you have customized your color scheme, open the Scheme tab again and click on
Save Schemeto store your color schemefor later use. Fill itsnameand click OK. Click-
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Changing Y our Desktop's Appearance

ing Remove Scheme removes the currently selected customized color scheme, predefined
color schemes cannot be removed.

= | Desktop Settings - Plasma Desktop Shell (=] = [
= View 3
Layout: “jFoIder\-’iew V|
Wallpaper: | i Image V|

Mouse Actions

E Positioning: | Scaled Y|

Location Color: ||
MOFEno TZBUXT024 12801024 N
— 1280x1024
Display

N

Fil:*.er

Horos Media Life Plasmalicious
by Nuno Pinheiro by Eugene Trounev by David Vignoni
1278x1024 1280x1024 1280x1024
B . |
- LL-.
| -y
o
bk e o . d
Quadros Red Leaf stripes
by Nuno Pinheiro by Joseph Connars 1440x300
1280x1024 1280x1024

¥

| Open.. | |<ﬂf§et New Wallpapers... |

I A I| Cancel | 0K

Figure 1.8. Changing KDE's Background Wallpaper

To change the desktop background right click on an empty placein the desktop and choose
Folder View Settings . Select the View category, and choose a picture or click the open
button to browse for your own pictures. Configure other settings to your liking and click

on OK to accept.
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Customizing Y our Panel

3.2. Customizing Your Panel

KDE's pandl is highly customizable. All features, from the panel's position to its appear-
ance and the icons it has, can be set up to better suit your preferences. Right click on the
panel and choose Panel Settings from the menu?. The panel settings window (see Fig-
ure 1.9, “Panel Settings Window’[12]) appears near the panel. Drag the panel settings
window and drop it at the desired edge to move the panel from the bottom edge to a dif-
ferent edge.

Panel Tool Box
Click to access size, location and

’ ‘ hiding cont as well as to add
' *}M ) new widgets to the panel.
~ 1

B i @oc y < 0529AM

-~ Screen Edge Height o= Add Widgets...  Add Spacer A More Settings

8 ‘}..ig@ : - @D %02 mosasam |

Figure 1.9. Panel Settings Window

The panel adjustsits size dynamically to fit its contents. Use the sliders |ocated on the | eft
and right to set the position, minimum and maximum size of the panel;.

You can also enrich the panel with the applets or plasmoids you use most frequently to
have them handy. Click on the Add Widgets button in the pandl settings window, select
the one you want then click on Add Widget . In the example (see Figure 1.10, “Adding a
Battery Monitor to the Panel”[13]) we add a battery monitor. Click on the red minus
icon to remove an existing widget.

2 the panel hasits widgets locked, you will have to unlock them first, select Unlock Widgets' from the menu
that pops up.
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Searching for Files

LCD Weather Station
Version 1.0

Weather reports with an LCD display
style

Author:
ri Damstén

License:
GPLv2+

y r \EY

yboard Layout KGet Barchart Applet KGet Piechart Applet KnowledgeBase  KTorrent  LCD Weather Station Leave A Note L

EXEESS

¥ =“..iEE} B iesyoaroesskan J «
Figure 1.10. Adding a Battery Monitor to the Panel
With the Panel Settings window open, hover the mouse over awidget and a move emblem

appears, click on the widget, moveit to itsdesired location, and click again
to placeit there.

4. Searching for Files

Y ou can use Dolphin, KDE's file manager, to find files on your disk, proceed as follows:

) [1

open your home folder from the panel to launch Dolphin.
2.

click from the menu to open the search dialog.

3. Enter the name of the file you are looking for. Y ou can use a star (*) to mean “any-
thing” or a question mark (?) to mean “any single character”.

13



Searching for Files

4. press enter| to launch the search. Results are displayed below.
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Chapter 2. Doing Office Work

Abstract

Mandriva Linux can be used to perform office work with the LibreOffice office
suite: we show you how to create documents with LibreOffice Writer, spreadsheets
with lereOfﬂce Calc and presentations with LibreOffice Impress. LibreOffice tools
are Microsoft ® Office- -compatible, meaning that you can easily exchange docu-
ments between them.

N !
% [
With LibreOffice, you can export your documents in PDF format

(choosing File » Export as PDF from the menu). Thisalowsyou to publish
your documentsin the Adobe ® Reader ® format.

1. Writing Documents

Choose Officet+ LibreOffice Writer from the main menu to launch LibreOffice

Writer.

15



Word Processor Interface

1.1. Word Processor Interface

E I Untitled 1 - LibreOffice Writer N T (= [ = e

File Edit View Insert Format Table Tools Window Help FO r m a.t B ar x

B HE /S D S £~ -f»éwlec(#iilf‘\ﬁ.

= = 57 | Default | ¥| | Liberation Serif A [12 A4 18 \,j u l% =—— &I iln' = = =4 _I

B R R B Ry A B
Rulers

~Insertion

Point

o Work
: Area

Page
Style

-
Page1/1 English (USA) INSRT | STD OOE(N |[@———6——® |100%

Figure2.1. LibreOffice Writer's Main Window

[)(m](-) <

Format Bar. Thisisthe standard format bar for al LibreOffice applications which you
can use to change fonts, colors, alignment, etc. of the application's data.

Rulers. Define the horizontal location of the text and format elements. Rulers are very
useful when you want to establish tabulation and paragraph indentation.

Work Area. Where you enter the content of your document: words, numbers, images,
tables, hyperlinks, etc.

Insertion Point.  All characterstyped on your keyboard will be placed at the left of this
point. Also called the cursor.

Page Style. Many elements define style: page size, margins, text-orientation, etc. Page

style can be changed by choosing Format — Page from the menu. You may use the
predefined styles, or define your own.
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Styles

1.2. Styles

Word processor users often waste alot of time formatting their documents: changing para-
graph alignment, font family, weight and size, etc. Instead, they should concentrate on
document structure and content writing.

=

~... Styles provide astructure-centric approach to writing documents with aword pro-
cessor, while normalizing document formatting and layout, and easily automating the gen-
eration and maintenance of tables of contents (TOC), indexes, references, etc. In Libre-
Office Writer, styles are handled using the Stylist. Click on itsicon in the Format Bar to
open or closeit.

Table 2.1. Suggested Text Styles

When you havea... Then apply the... style
Chapter Title Heading 1

Section Title Heading 2

Sub-Section Title Heading 3

Sub-Subsection Title Heading 4

Paragraph Text Body, First Line Indent
List ltem List

Use the styles listed in Table 2.1, “Suggested Text Styles’[17] as a guide. Select the
region of the document to apply the style to, and in the Stylist window, double-click on
the style you want to apply to that region.

1.3. Lists

Use lists to enumerate the properties of an object ( “unordered” or “bullet” list), or the
steps to be performed to do atask (an “ordered” or “numbered” list).

r—1

-\.-

Click on this button to format the sel ected text into an unordered list. Select thelist

items and choose Format — Bullets and Numbering from the menu to select the bullet
type from a predefined set.

17



Page Headers and Footers

i —]
o —]

“==  Clicking on thisbutton formats the selected text into an ordered list. The samerules

as for unordered lists apply to the numbering format.

1.4. Page Headers and Footers

By default, page headers and footers are common to all pages of a document. Use them
to describe aspects of a document's content, for example: page number, total number of
pages, chapter, section, document title, etc.

Choose Insert+ Header » Default' from the menu to add a page header to your docu-
ment, and choose Insert+ Footer — Default to add a page footer to your document. Just

type the header or footer text or use one or more of the Insert: - Fields menu itemsto
compose your headers and footers.

2. Calculations and Simulations

~ Choose Officet+ LibreOffice Calc Spreadsheet from the main menu to launch
LibreOffice Calc.

18



Spreadsheet Interface

2.1. Spreadsheet Interface
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Figure2.2. LibreOffice Calc'sMain Window

Format Bar.  Thisisthe standard format bar for al LibreOffice applications, you can
use it to change fonts, colors, alignment, etc. of the application's data.

FormulaBar. Useitto enter, edit or delete formulasinside cells.

Work Area. Thisiswhere you enter the data in the spreadsheet: numbers, dates, for-
mulas, images, etc.

Select All.  Clicking on this little area at the top left corner of the Work Area selects
all cells at once. It's useful when you need to make changes which are “global” to the
spreadshest. For example, changing all font sizesin the cellsto 10pt s(points).

Sheet Changing Buttonsand Tabs.  Spreadsheets usually contain more than one sheet.
Y ou can use these buttonsto easily navigate through each of the spreadsheet’s sheets. From
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Entering Data

left to right they are: Go to the first sheet, Go to the previous sheet, Go to the next sheet
and Go to the last sheet. Y ou may also use the tabs to switch between sheets.

2.2. Entering Data

To enter datainto a cell, navigate to the cell and type the datainto it, pressing the Enter
key when you are finished.

Auto-completion simplifies data entry “guessing” the next cell's value using the current
cell's value as a base. It works for any kind of data which can be associated to a smple
series of integral numbers.

B =

Untitled 1

File Edit View [nsert Format Tools Data Window Help

SURT=1 N RARET I 2 AR

[— - = o =
= = Liberation Sans | ¥ 10 | ¥ M I QJ. =
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1 |vear 2012
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3 Panuary

_4 |

_5 |

_6 |

_7 |

_8 |

_2 |

_10 |

_11 |

_12 |

13

14

15
16

|December!

Figure 2.3. Simplifying Data Entry Using Auto-Completion

To use auto-completion, put your mouse over the base cell “handle’ (the little square lo-
cated at the bottom right of the cell border), click on it and drag the cell. The cell values
are then shown in atool-tip (see Figure 2.3, “ Simplifying Data Entry Using Auto-Com-
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Adding Formulas

pletion” [20]). Release the mouse button to complete the cells once the desired final
value is shown.
Cell data can also be sorted according to different criteria. Select the cells you want to sort

and then open the sort options dialog choosing Data - Sort from the menu. Specify the
sort criteria, order and additional options and click on OK to sort the cells.

N o Make sureyou also select columns and rows which act as“headers’ for the data
AN so they “follow” the sorting of the data.

2.3. Adding Formulas

Formulas can be used to “automate” the spreadsheet. For example, you can run complex
simulations. Within cells, formulas are defined by preceding al cell data with the = sign.
Anything elseistreated as “static” data.

Operations are expressed using conventional algebraic notation. For example,
=3* A25+4* ( A20+C34/ B34) dividesthe value in cell C34 by the value in cell B34,
addsthe valuein A20 to the result, multipliesthat by 4 and adds it to 3 times the value of
cell A25. Therefore, rather complex expressions can be made using simpler onesasabase.
LibreOffice Calc gives you many pre-defined functions which you can usein your formu-

las. You can explore them by choosing the Insert’ — Function' menu.

NI
V%% ﬁ":lll i . . i .

L You can also click on the function wizard button for assistance with
formulaentry.

2.4. Charts: Explaining Data in a Simpler Way

When aspreadsheet containstoo much information, it becomes difficult to understand how
pieces of data relate to one another: too many numbers and too little meaning. The best
way to represent thiskind of dataisthrough a chart.

Asinall data-analysisfunctions, you must select theregion you intend to show in the chart.
So, select arange of cells and then choose Insert — Chart from the menu to bring up
the chart assistant.

Makeyour selectionsfor the chart type, variant, title, axistitles, etc., and thenclick Create
to create and insert the chart in the spreadshest (see Figure 2.4, “A 3D Chart Inside the
Spreadsheet” [22]).
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Figure 2.4. A 3D Chart Inside the Spreadsheet

3. Communicating Your Ideas

Charts are “dynamic” in the spreadsheet, which means that when you change
datain acell belonging to a chart, the chart is automatically updated.

Double clicking and then right-clicking on an inserted chart brings up a menu
showing options to change many chart parameters.

= Choose Office — LibreOffice Impress Presentation from the main menu to

launch LibreOffice Impress. A wizard offersyou assistance for creating a presentation, but
wewon't detail it here. Just create an empty presentation by clicking Create .
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Presentation Interface

3.1. Presentation Interface

Eile Edit View Insert Format JTools Slide Show Window Help x
B - @ E s & B @ - WE -5 & 4 9 - @ _- f slide [slideDesign
LT'! o H - +  |o.00 * EMBlack =+ /&~ color = |[JBlues < @ . ]

Slides # | Normal | Outline NutE*Handout Slide Sorter Tasks View - x
1 ~ || Master Pages

{Slide Format Bar)i

Slide 1 Work
: Area
Slide

Navigation

Toolbar

Ir—
b Table Design

+ || P Custom Animation

[ Slide Transition

(B -meT a-L-®-@-«-B-B % A7 a8 6k-%-

©36.30/200 :3000x0.00 39% | * Slide 1/1 Default

Figure 2.5. LibreOffice Impress Main Window

SlideFormat Bar.  Thereareoptionsfor changing the slide shading, background color,
line thickness, etc.

Work Area. Thisiswhere you compose the sides which build your presentation.
Toolbar.  Containsthe main toolsyou useto create your slides: thetext, shapes, curves,

lines and arrow input; object rotate, alignment and arrangement; and others.

NI~  Someof thesebuttonscontain alittletriangle on one side. K eeping these buttons
AN pressed opens a menu of options for that tool. For example: filled or hollow
rectangles, sharp or round edges, etc.

Layout Templates.  Contains a gallery of the templates available. Just click on the
template you want to switch the current slide to.

Slide Navigation.  Displays alist of all the slides comprising the presentation. Slides
are displayed as miniatures, so you can see what they look like at aglance. To open adlide,
search for it in thelist, then click on it.
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Adding Slidesto Y our Presentation

3.2. Adding Slides to Your Presentation
[+

Choose Insertt — Slide from the menu to add a new dlide, after the current one,
with the currently selected dide template.

AN
=03

3.3. Simple Charts

Choose Insert’ —» Duplicate Slide instead if you want to base your new dide's
content on the current one.

[ —

‘ Choose Insert: - Chart from the menu to insert a chart diagram into the current
dide. A “default” bar chart is inserted and LibreOffice Impress switches to chart mode.
Click “outside” the chart areato return to the slide design mode.

Y ou can drag the border handlesto adjust the chart's size. Double click on the drawn chart,
then right-click on it and select Chart Data Table to enter the data according to the chart
you want to build (see Figure 2.6, “Entering Chart Data’ [24]).

N
I

Data Table

i@

B & = e
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3.1
24
3.1
43

%]

W

-

3.2
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3.7
6.2

Figure 2.6. Entering Chart Data

Once you have entered the chart's data, close the data entry window and click on the page

to update the chart in the slide.
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Slide Background

Repeat the double-click / right-click sequenceto changethe chart'stitle, legends, axis, type
( 2D or 3D, bar, pie, points, lines, etc.), selecting the appropriate entries from the pop-
up menu.

3.4. Slide Background

Usethe Format. - Page menu and click the Background tab to define colors, gradients,
patterns, or bitmapped backgrounds for the slide. Each background type has options of its
own. Feel free to explore them.

, Using bitmapsfor backgroundsincreasesthefile's size considerably. Thiscould
: lead to a performance hit, especially on older systems.

Once the background is selected, you can make that background the default one for all
slides. Make your choice and the slide(s) background(s) will be changed.

3.5. Transitions, Animations and Effects

The Slide Show menu has slide transitions, animations and effects options and wizards
which let you add “dynamism” to your presentations. However, you should try not to
overuse transitions, animations and effects because they can be distracting to your audi-
ence, turning their attention to the effects themselves instead of the content of your pre-
sentation.

3.6. Running Your Presentation

Choose Slide Show — Slide Show, or pressthe F5 key to run your presentation. The
presentation then takes up the entire screen. Press the Esc key to stop the presentation.

4. Going Further

Tutorials. The tutorials available at the Tutorials for LibreOffice [http://
www.tutorialsforopenoffice.org] Web site are helpful if you want to learn more
about the use of LibreOffice suite's maor components. Check the tutorials
for Writer [http://www.tutorial sforopenoffice.org/category_index/wordprocessing.html],
Calc [http://www.tutorial sforopenoffice.org/category _index/spreadsheet.html], and Im-
press [http://www.tutorial sforopenoffice.org/category_index/presentation.html].

User Guides. The officia documentation [http://wiki.services.openoffice.org/wiki/
Documentation/OOoAuthors User_ Manual] is available online.
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Going Further

Inline Help. E Y ou can also use the inline help which is accessible through the

Help — LibreOffice Help: menu, or by pressing the F1 key. Y ou are bound to find the
answers to your questions.
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Chapter 3. Introduction to the
Mandriva Linux Control Center

1. MCC's Components

The MandrivaLinux Control Center (MCC) allows the system administrator to configure
the hardware and the services used by all usersin afriendly way.

|
@ Accessthe MandrivaLinux Control Center through the main menu ( Applications

- Tools - Configure Your Computer ). As with all system configuration tools under
Linux, you must provide the system administrator's password.

% Text Mode Configuration
Some of the MandrivaLinux Control Center componentsare also availablefrom
the command line in text mode by running drakconf.
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MCC's Components

-] Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = S

File Options Help

(*Mandrivg * Configure Windows(R) shares
Share drives and

Access Windows —— . - .
5 (SMB) shared drives % %ﬁgﬁféﬂ'g}
N and directories

Software Management

Hardware 5y5tems
Metwork & Internet
System )
* Configure NFS shares
Metwork Sharing
(} Access NFS shared Share drives and
o drives and E . - -
|| directories = directories using NFS

* Configure WebDAV shares

Access WebDAV
5 shared drives and
directories

Figure 3.1. The Network Sharing Section of the Control Center

Here are some of the available menu entries:
° Options - DisplayLogs. When activated this option displays a MandrivaLinux
Tools Logs window. It shows all system modifications made by the configuration tools
launched from within Mandriva Linux Control Center.

Help - Help. Opens the help browser which displays documentation about the
active configuration tool.

* Help —» Release Notes and Help! — Errata.  Opens the web browser and dis-
plays the release notes and errata for your Mandriva Linux system. Here you may find
tips for solving issues with certain hardware.

Help. - Report Bug. Allows you to report a bug to the devel opment team. See
Section 2, “Raise an Issue” [32].
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The tools are sorted into categories. The following table lists them all and refers to the
corresponding sections of this manual.

Table 3.1. Overview of Graphical Tools

Software Management Chapter 4, Package Management [35]
Hardware Section 2, “Configuring Y our Hardware” [49]
Section 1, “Sound System Configuration” [47]

Section 3, “Controlling the Graphical Configura-
tion” [51]

Section 4, “Changing Y our Keyboard Layout” [56]
Section 5, “Changing Y our Mouse” [57]

Section 6, “Configuring Printers’ [58]

Section 7, “Installing and Sharing Scanners’ [67]
Section 8, “ Setting up your UPS” [71]

Network & Internet Section 2, “Network and Internet Connection Manage-
ment” [75]

Section 3, “Proxies Configuration” [85]
Section 4, “ Sharing an Internet Connection” [86]

Section 6, “ Activating and Managing Network Pro-
files’ [93]

Section 7, “Configure VPN Connections’ [95]
Section 8, “Manage Hosts Definitions” [95]
System Section 1, “Users Authentication” [101]

Section 2, “Configuring Start-Up Services’ [102]

Section 3, “Managing Fonts on your System with Drak-
Font” [103]

Section 4, “ Setting your Machine's Date and
Time” [105]

Section 5, “ System Localization” [107]
Section 6, “Monitoring System Activity” [108]
Section 7, “ Access to the Console” [113]
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Raise an Issue

Section 8, “Managing Users and Groups’ [114]

Section 9, “Import Wi ndows® Setti ngs and Docu-
ments’ [118]

Section 10, “ System Snapshots’ [122]

Network Sharing

Section 1, “Importing Remote SMB Directories’ [127]

Section 2, “ Samba Shares Managements® [128]

Section 3, “Importing Remote NFS Directories’ [137]

Section 4, “ Share Drives and Directories using
NFS’ [138]

Section 5, “ Setting up WebDAV Mount Points’ [139].

Local Disks

Section 1, “Managing your Hard Drive Partitions with
DiskDrake” [143]

Section 2, “Managing Removable Devices’ [148]

Section 3, “Allowing Users to Share Folders’ [150]

Security

Section 1, “ Setting up Rights Delegation” [153]

Section 2, “ Securing your Internet Access via DrakFire-
wall” [154]

Section 3, “Network Interface and Firewall
Failover” [158]

Section 4, “Parental Controls’ [160]

Boot

Section 1, “Configuring the Login Mode” [165]

Section 2, “Changing your Boot-up Configura-
tion” [166]

Section 3, “Display Manager Setup” [168]

% Some other categories and tools appear if the drakwizard package is installed.

The documentation for those server wizardsis available in the Server Adminis-
tration Guide. Those wizards enable you to do basic configuration of common

LAN services such asweb, FTP, mail and database servers.

2. Raise an Issue

If you encounter unexpected behavior in Mandriva Linux-specific tools, Drakbug allows

you to report it to the devel opment team.
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Raise an Issue

; To be able to report bugs using Drakbug, you need a working Internet connec-
: tion aswell asa Drakbug account [http://ga.mandriva.com/createaccount.cgi].

To run Drakbug, go to the Help — Report Bug menu entry of the faulty tool, or run it
from Mandriva Linux Control Center's own menu. A crashed Mandriva Linux tool may
aso trigger Drakbug.

b o) Mandriva Linux Bug Report Tool (=] = [
Mandriva Linux release 2011.0 (Official) for i586

To submit a bug report, click on the report button.

This will open a web browser window on Bugzilla where you'll find a form to fillin. The information
displayed above will be transferred to that server

It would be very useful to attach to your report the output of the fellowing command: 'Ispcidrake -
v

Please describe what you were doing when it crashed:

Select Mandriva Tool:

|drakconf M
or Application Name .
Find Pack
{or Full Path): | |Ftnd Fackage| | 'ﬁ|
Package: |drakconf—12.19.2—1—mdv2011.0.n0arch |
Kernel: | 2.6.38.7-desktop-1mnb2 |
Help | | Report | Close |

Figure 3.2. Reporting a Bug

1. Inorder to correctly report abug, it isimportant to identify the package it isrelated
to. You can Select Mandriva Tool or enter the application name in the Application
Name (or Full Path) field and then click on the Find Package button.

2. Click onthe Report' button. Y our web browser will then open. If you are not logged
in to the Mandriva Bugzilla web site [http://ga.mandriva.com/] you will be asked to
log in. Once you are logged on the site, complete the bug report as completely and
accurately as possible and click on Commit .
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Chapter 4. Package Management
To begin with, abit of vocabulary.

Package
Software needs to be broken down into different files to ease development and man-
agement. An application ends up being lots of pieces: the binaries, the documentation
and the resources the application needs (images, icons, transations, sounds, etc.). A
packageisthe set of all of an application's components, stored inasinglefileinaway
that's very ssimpleto install, update and remove.

Dependency
Applicationsrely on softwarelibraries or components made by different developersto
perform agiven set of functions, not part of the main function but needed to achieveit.
A dependency isapackage another package needsin order towork properly. Mandriva
Linux's package management tool takes care of all these dependencies automatically.

Update
Software is aliving thing: new features are added, existing features are enhanced and
problems (bugs) arefixed. An update is a package which bringsin someor all of these
enhancements or fixesinto an existing application. It is recommended that you check
for updates often in order to keep your system in good shape and free from bugs and
security threats.

Source
A sourceisarepository of packages, and the place where packages are installed from.
Sources for the media used during system installation are automatically created, you
can add your own sources for updates and packages you find on the Internet.

Media
The place where (software) packages are stored physically, be it CDs, DVDs, or an
FTP server.

Repository
Centralized place containing media (and thus, packages).

Mandriva Linux usesthe RPM packaging system. Mandriva Linux provides con-
venient tools to simplify package maintenance. The Urpmi set of tools is command line
based; here we will concentrate on Rpmdrake, Mandriva Linux's graphical software in-
stallation tool and the Software Media Manager. Figure 4.1, “Software Management in
the Mandriva Linux Control Center[36] shows the Software Management section
of Mandriva Linux Control Center.
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Adding and Removing Software

-] Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = S

File Options Help

(**Mgngﬂ\@ * Software Management

*E ; Install & Remove <1
L Soft [ Update your system
Software Management T oftware
Hardware
Network & Internet *  Configure updates . Configure media
) o 9 P sources for install
| frequency b

and update

#  Access to extended
maintenance

Figure 4.1. Software Management in the Mandriva Linux Control Center

Rpmdrake can be used to install or remove software *S (explained in Section 1, “Adding

and Removing Software” [36]) or to update existing software @ (explained in Sec-
tion 2, “Updating Packages’'[40]). Media management is covered in Section 3, “The
Software Media Manager” [41].

1. Adding and Removing Software

@ Adding Media at First Launch

When you launch thistool for thefirst time, if no installation media are config-
ured already, you are prompted to add new official installation media. That will
giveyou access, over the Internet, to many more packages than those that could
fitinyour CD or DVD. Add them if you have afast Internet link.
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Meet Rpmdrake

1.1. Meet Rpmdrake

When launching Rpmdrake you have to wait a few seconds while the package databases
are scanned. Then you are presented with Rpmdrake's main interface.

Eile Options View Help

: Eg = Software Managg

l Packageswith GUI v | Al v |]Find: uo\ ink J i

S

_uJ MOnIonng . Package Version Release Status
> a Metworking = Utility to configure IBM Thinkpad behaviour v pmavautLy

inkscape-0.48.1
E Office o Avector-based drawing program using SVG 3 RO ‘ ‘
—  klinkstatus-4.6.5 P
ackage .
_Jr?EI Publishing O | dinkstatus - g 1 mdv2011.0
; links-graphic List

v Sciences .
> ﬁ-ﬂ = Lynx-like text/X11 WWW browser 22 Bmdv2011.0

Search results i linke_harkad.nn n24330 = A

A 1| inkscape-0.48.1 - A vector-based drawing program using -

Notice: This is an official package supported by Mandriva

SVG ‘ ‘

Inkscape is a generic svG-based| Pack age Jam.

Details

Text tools Inkscape uses the W3C SVG (="9 ics") standard as its native file
| | format. Therefore, it is a very useful toel for web designers and can be used as an
“ Toys L interchange format for desktop publishing. L
Selected: 0B / Free disk space: 2.4GB
| Select all | | Apply || Quit |
A

Figure 4.2. Rpmdrake I nterface

Package Set.  Usethefirst pulldown list to select the types of package to be displayed:
applications having a graphical user interface (Packages with GUI, the default); Meta
packages (which are packages containing other packages, and whose names start with
t ask: for examplet ask- c- devel , for al packagesrequired for C development); afew
options for updated packages (All updates, Security updates, Bugfixes updates, General
updates); Backports containing software adapted from other rel eases of Mandriva Linux;
or simply All packages. Use the second pulldown list to filter which packages to display:
All of them (installed or not); only Installed ones (to be uninstalled); or only Not installed
ones (to be installed). Each time a package set is selected, the Categories Tree is rebuilt
to display matching packages.
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Handling Dependencies

Package Search.  Usethisfacility to search for a package name, description, summary,
or content (the files it provides). Type the string to be searched for, select the criterion
using the binocular, and press Enter/.

Categories Tree.  To ease management, packages are classified into categories (Net-
working, Office, Games, Development, Graphics, etc.). Open a category to display pack-
ages which match the current criteria set using Package Set and Package Search.

PackagelList. Where currently matching packages (Set, Category and Search Criteria)
are displayed. Thisiswhere you select packages to take action on them.

Package Details.  Displays details about the currently selected package in the Package
List.

Procedure 4.1. Performing Actions on Packages
1. Usethe Package Set pulldown lists, the Categories Tree and, optionally, the Package
Search facility to browse for packages to be installed or removed.

2. In the Package List, select packages by checking their corresponding box. If the
checkbox by the package name is empty, it means that the package can be installed,

once selected it will be marked with the == icon. If the package is marked with the
I icon, it means the package is already installed, uncheck its box to select it for

removal and it will be marked with the ®icon.

% Y ou may notice that some packages are marked with a“do not enter” =’
icon. These are “base” packages which cannot be removed because one
would end up with abroken system, their checkboxes cannot be unsel ected.

3. Onceyou are satisfied with your choices, click on Apply to perform the actual in-
stallation or removal of packages. Y ou are shown how many byteswill be transferred
and how much disk space will be needed (or regained) and asked for confirmation,
then anew window appears, where you can see the progress of the actions being tak-
en. If you prefer to leave without doing anything, you can click on Quit.

1.2. Handling Dependencies

It may happen that you select a package which requires dependencies (additional libraries
or other tools) or which isadependency of other packages. In this case Rpmdrake displays
an information window allowing you to choose whether to accept the selected dependen-
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Handling Dependencies

cies, to Cancel the operation, or to get Moreinfo' on the operation (see Figure 4.3, “De-

pendency Alert Box” [39]). It also shows how much disk space will be used.

g Additional packages needed (=] = [

To satisfy dependencies, the following package(s) also need to be installed:

- gtkspell-2.0.16-3-mdv2011.0.i586
-libgc1-7.1-8-mdv2011.0.i586

- libgsl0-1.14-3-mdv2011.0.i586

- libgtkspell0-2.0.16-3-mdv2011.0.i586

- libwpd0.5_9-0.9.2-1-mdv2011.0.i586

- libwpg0.2_2-0.2.0-1-mdv2011.0.i586

- perl-Date-Manip-6.240.0-1-mdv2011.0.noarch
- perl-¥ML-RegExp-0.30.0-2-mdv2011.0.noarch
- perl-¥ML-XQL-0.680.0-2-mdv2011.0.noarch

- perl-YAML-Syck-1.170.0-2-mdv2011.0.i586

- python-lxml-2.3.1-1-mdv2011.0.i586

- python-pyxml-0.8.4-16-mdv2011.0.i586

- samba4-pidl-4.0.0-0.6.alpha15-mdv2011.0.i586

36ME of additional disk space will be used.

Cancel More info Ok

Figure 4.3. Dependency Alert Box

Alternative Dependencies.  You may also want to install a package which requires
dependencies, and various packages which are capable of providing that dependency. The
list of alternatives is then presented (see Figure 4.4, “Alternative Packages’[39]). You

may read the additional information presented by clicking the Info... button to help you

choose the best aternative.

L] Please choose (=] = e

One of the following packages is needed:

J java-1.6.0-openjdk-devel-1.6.0.0-24.b22.1-mdv2011.0.i586 | Info...

() java-1.6.0-sun-devel-1.6.0.26-1-mdv2011.0.i586 Info...

I

Figure 4.4. Alter native Packages
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Updating Packages

2. Updating Packages

’\% Updated packages are available through notifications. Once update mediais con-

figured, the Mandriva Update (1] icon shows on the panel when updates are available.
Just click on it to check the packages to be updated and update them.

Adding Update Media.  The first time you launch this tool, you are prompted to add
update media. Follow the instructions to do so.

N Mandriva Linux Control Center 2011.0 [on localhost.localdomain] E x|

: Software Packages Update

Here is the list of software package updates

Name ¥ Version Release Arch |’“
ark . | |
=4 Handle file archives 4.6.5 2.2-mdv2011.0 1586
3 b43-fwcutter .
-
1 . 015 1.1-mdv2011.0 586
d & Tool to extract firmware for Broadcom 43xx network chip mav !
a =] hm.dTums . 9.8.1 0.0.P1.0.1-mdv2011.0 586
Utilities for querying DNS name servers
¢ cifs-utils ’
. . 4.9 1.1-mdv2011.0 i586
ﬁ - Tools for Managing Linux CIFS Client Filesystems
_‘! [ ol 8.12 1.2-mdv2011.0 i586

The GMU core utilities: a set of tools commonly used in shell scripts

ark - Handle file archives -
Notice: This is an official update which is supported by Mandriva.

Ark is a program for managing various archive formats within the KDE environment.

P> Details:
P> Files:

P> Changelog:

. v
S NPT | |

| Help || Select all | | Update I Quit

Figure 4.5. Updating Packages

1. By default, all updates are selected for installation, you should review the list. This
simpleinterface allowsyou to quickly check for available updates and to install them
with one click.

2. Click Update to download and install all selected updated packages.
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3. The Software Media Manager

r% Usethistool to configurethe package mediarepositories. Figure 4.6, “ Configured
Software Media’ [41] shows some media aready defined: “Main”, “Contrib”, etc.
Y ou can also add other software media: a CD from a magazine containing RPMs, a Web
repository, etc.

. Mandriva Linux Control Center 2011.0 [on localhostlocaldomain] (=] @ [

File Options Help

Configure media

Enabled Updates Type Medium - | |
Mirror list Main (Official2011.0-1) ’7
Mirror list Main Updates (Official2011.0-2) 7|
Mirror list Main Testing (Official2011.0-3) Add
Mirror list Main Backports (Official2011.0-4) ’—| ’—|
Mirror list Main debug (Official2011.0-5) —_—
Mirror list Main Updates debug (Official2011.0-6)
Mirror list Main Testing debug (Official2011.0-7)
Mirror list Main Backports debug (Official2011.0-8)
Mirror list Contrib (Official2011.0-9) o
Mirror list Contrib Updates (Official2011.0-10)

Mirror list. Contrib Testing (Official2011.0-11)

Mirror list Contrib Backports (Official2011.0-12)

Mirror list Centrib debug (Official2011.0-13)

Mirror list Contrib Updates debug (Official2011.0-14)

Mirror list Contrib Testing debug (Official2011.0-15) ¥

Help Ok

Figure 4.6. Configured Software Media

I DD D000 D0DDDE @

00000 O0D0O000&Q &

Ao Depending on how you installed your system, the media list might be empty.
AN Tofill it with standard package sources, use the Add button.
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Use the check boxesin the left-hand columnsto flag the repositories

Enabled
Uncheck this box to temporarily disable the corresponding medium. The packages
contained in this medium will not be available until you enable the medium again.

Updates
Thisbox is checked for update media, that is, mediathat contains updates of packages
that are aready in another medium, abeit with an older version number. Thus only
selected update media are taken into account when looking for updates.

To avoid headaches because of wrong media marked as update media, you

% cannot change whether a medium is considered as an update medium or
not. If you really must set a medium as an update medium, and you really
know what you are doing, you can run drakr pm-edit-media--expert from
the console and the Updates column will be enabled again. Use at your
own risk.

Action Buttons on the Right

Remove
Discard a medium which you no longer use. Simply select (highlight) the medium to
be removed and click the Remove button.

Edit
Change the medium'’s parameters: the URL or the downloader (if you do not know
what we are talking about, it iswiseto leave thiswindow via Cancel instead of Save
changes).

If you need to pass through a specific proxy to access this particular medium, you
can configure it here by clicking on Proxy.

Add
Addtoyour systemall publicly available official package sourcesfrom Internet repos-
itories. Thisis useful for exampleif you have afast Internet connection or only have
the first installation CD at hand.

After choosing a mirror and clicking OK, package information for the source you
have chosen is downloaded and all included packages will be available.

Up and Down arrows
These buttons allow you to change the order in which sources will be used when
installing packages. By default, the newest version of a given package will always be
installed, but if the same version is found on two different media, the one from the
first medium in thelist will be installed.
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A\ Therefore, it is better to move fastest media further up the list
=93

Actions Available From the Menu

File - Update

You are shown alist of al enabled media; select those you want to update the list of
available packages for, and click Update . Thisis useful for remote media to which
new packages are being added. Keyboard shortcut: Ctrl+ U.

File - Add aspecific Media Mirror

While the Add button lets the system choose a mirror best suited for you, this menu
entry allows you to choose ancther one. Y ou should choose a mirror geographically

near to your location.
File. - Add acustom medium

Choosethisto open anew dialog, in which you define all the required parametersfor a
new software package medium. Please bear in mind that the parameters, and available
options, depend on the type of medium being defined. Keyboard shortcut: Ctrl+ A.

1

3 Add a medium = e
Adding a medium:

Type of medium: | Local files v

Medium name: | My repository

Medium path: foptfrep0| Browse...

7] Create media for a whole distribution

[] Tag this medium as an update medium

Cancel 0ok

Figure 4.7. Adding a Custom Package Repository Medium

Options - Global options

Allows you to configure the program used to retrieve remote packages, whether the
packages should be checked against a key and also to set the package information

43



The Software Media Manager

download policy (on-demand - the default, always, update-only, or never - useful for
slow network connections or if you are charged per bytes transferred). These choices
affect al package sources. Keyboard shortcut: Ctrl+ G.

Options - Manage keys
It is important that any package you install is authenticated. To do so, each package
can be electronically signed with a“key”, and you can allow/disallow keys on a per-
medium basis. In ???, you can see that the Mandriva Linux key isalowed for medium
“Main”. Click on Add to allow another key for the sel ected medium (beware, do this
with care, as with all security-related questions), and on Remove to remove a key
from the selected medium. Keyboard shortcut: Ctrl+K.

Options - Pardlel
If you are running a large network of computers, you may want to install a package
on all the computersin parallel; choosing this menu opens a dialog window alowing
the configuration of the “Parallel” mode. Asit is rather complicated and only useful
to alimited group of people, this short introduction will not give further details about
it. Keyboard shortcut: Ctrl+P.

Options - Proxy

If you are blocked by afirewall and you still need to access remote media (especialy
for package updates), you can do so if you have a proxy server which leads to the
Internet (at least in an area where you can find a package server). Normally it should
be enough to fill in the Proxy hostname to get it working (see Figure 4.8, “ Specifying
a Proxy for Remote Media[45]). If you need a user / password combination to get
through the proxy, you can aso specify these here. Adjust your settings and confirm
your changes by clicking on OK and you are done. Keyboard shortcut: Ctrl+ R.



The Software Media Manager

¥E Configure proxies (=] = [

Global proxy settings

Ifyou need a proxy, enter the hostname and
an optional port (syntax: <proxyhost[:port]=):

[d Proxy hostname: Idmz.company.net:BDDD l

You may specify a user/password for the proxy authentication:

User: I peter l

|

Password:

Ok Cancel

Figure 4.8. Specifying a Proxy for Remote Media
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Chapter 5. Hardware Setup

1. Sound System Configuration

This tool alows you to configure your sound card which can be necessary
if you experience sound problems (no sound, etc.) or if the sound card you use is not the
sameasat installation time. Y ou can find it in the Hardware section of the MandrivaLinux
Control Center.

] Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = S

File Options Help

Sound Configuration

Here you can select an alternative driver (either 0SS or ALSA) for your sound card (Ensoniq|E51371
[AudioPCI-97]).

Your card currently use the ALSA "snd_ens1371" driver (default driver for your card is "snd_ens1371")

Driver: | £ conig/Creative AudioP CI ES1371+ (snd_ens1371 [ALSA]) v

|.d Enable PulseAudio
["] Enable 5.1 sound with Pulse Audio
["] Enable user switching for audio applications

[] Use Glitch-Free mode

Advanced

Cancel Ok
it cE L -

Figure5.1. Sound Configuration Main Window
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1.1. Changing Drivers

Y ou can switch from one driver to another by selecting it from the Driver drop-down list.
All thedrivers compatible with your sound card are displayed: you have to choose between
the OSS or the ALSA API.

N We recommend that you use ALSA because OSS is a very basic and limited

;gf API. If your sound card isvery old you may need to use OSS. On the other hand
ALSA is amore elaborate and much richer API than OSS and provides many
enhanced features.

Y ou can read more detail on this subject by clicking on the Help button.

If you are an expert you can accessthefull list of driversand choose another oneby clicking
on Advanced and then on Let me pick any driver .

1.2. Other Sound Options

Y ou can configure other options for PulseAudio, the sound server. by checking the corre-
sponding boxes.

Enable PulseAudio
Activates the sound server. PulseAudio accepts sound input from many sources and
mixes them together enabling sound output on the desktop. It is compatible with most
audio sources. PulseAudio is the default sound server, it is recommended you leave
it enabled.

Enable 5.1 sound with PulseAudio
Check thisoption if you have a multichannel audio system and want to take advantage
of al itsfeatures.

Enable user switching for audio applications

When auser logsin they monopolize the sound hardware: if another user logsin, their
programswon't have any sound. If your machine hosts several users, check this option
to enabl e sharing the sound hardware among logged in users. Evenif auser isloggedin
and haslocked the session, other users can login and have the sound availablefor their
programs. It is recommended that you leave this option checked. Y ou may uncheck
it in specific cases when you want the first logged in user to have exclusive access
to the sound hardware.

Click on Advanced' to access more options. Here you can choose another driver, reset the
sound options to their defaults or find a troubleshooting procedure.
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2. Configuring Your Hardware

2.1. Hardware Detection and Configuration

Abstract

The HardDrake project simplifies hardware detection and configuration
under Linux by providing a user-friendly interface.

HardDrake detects and configures existing hardware at boot time automating and simpli-
fying the process of installing new hardware. When launched from the Mandriva Con-
trol Center, HardDrake displaysinformation about your system's hardware and can launch
configuration tools to modify hardware or driver settings.

HardDrake uses the “Idetect” engine, so if your new hardware is not detected, you may
try to upgrade the | det ect library itself and its hardware database, located in the | de-
tect -1 st package.

2.1.1. Using HardDrake

After all deviceshave been detected, the main HardDrake window appears (see Figure 5.2,
“Selected Device” [50]). On the left is the device tree that shows all the hardware
categories.
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Hardware Detection and Configuration

o Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] =

File Options Help

Hardware

Detected hardware Information

# EJ saTA controllers Identification o
» *%* USB controllers Vendor: Ensoniq
® 7 Bridges and system controllers Description: ES1371 [AudioPCI-97]
» = Hard Disk
» () COROM Media class: Multimedia audio controller
> & Videocard Connection
v (} Soundcard Bus: PCI
ES1371 [AudioPCL-97] i .
» % processors 7 Petdomain: 0 i
= B Ethernetcard BusPCI#:0
> % Memory PCIdevice #: 17
# 1 Keyboard
> ) Mouse PCI function #: 0

OrT eauician: Ne.no

| Set current driver options |

| Run config tool |

Figure5.2. Selected Device

By selecting a device, you see additional information about it in the right frame. To bet-
ter understand the meaning of the information presented, you can consult the help page
accessible by choosing Help - Fields description from the menu.

Depending on the device selected, other buttons may appear:
» Set current driver options.  This pops up a window with all the module device
parameters listed. For experts only!

* Run config tool . Launches the Mandriva Linux configuration tool (available
through Mandriva Linux Control Center) associated with that device. For sound cards,
a special configuration tool is used which allows you to select the sound card's driver
and provides some troubleshooting tips.

Unknown hardware. A special category called Unknown/ O her s may also show
up, containing all the unknown hardwarein your system, aswell asknown hardwarewhich
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does not fit into any existing categories (such as thermal sensors, random number gener-
ators, etc.).

Auto-detection of special devices.  You can also toggle the entries in the Options
menu to enable automatic detection of some hardware which wouldn't have been detected
otherwise. Y ou need to restart HardDrake for this change to take effect.

2.2. Problems and Troubleshooting

If you think you have found a bug related to HardDrake, report it using the Mandriva
Linux bug reporting tool (see Section 2, “Raise an Issue” [32]).

Sound Cards. HardDrake does not probe for ISA PnP devices. If you have an ISA PnP
sound card, run sndconfig or alsaconf from the command line. Y ou may need to install
thesndconfi g oral sa-util s package.

3. Controlling the Graphical Configuration

28]
~— Thistool allowsyou to configureyour graphical display. Withit, you can change

your video card, your resolution and your monitor. It can be useful if you change one of
your graphical components after the initial installation.

NN o If you don't see a graphical login at boot

%g% If the graphical server cannot start because of a configuration error, a dialog
offers to reconfigure the graphical server. You get atool similar to the one de-
scribed here, but in text mode.
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3.1. XFdrake Interface

.. Mandriva Linux Control Center 2011.0 [on localhost.localdomain] — =

File Options Help

— ) .
. < Set up the graphical server

Graphic Card VMware virtual video...

Monitor 1280x1024 @ 60 Hz

Resolution 1280x1024 24bpp

Test

Options

| Quit |

Figure 5.3. XFdrake Main Window
The buttons allow you to change aspects of the graphical configuration:

Graphic Card
The button displays the name of the graphic card currently configured. Click on it if
you want to change it. Depending on your card, different servers may be available,
with or without 3D acceleration. Y ou may need to try different ones until you get the
best result.

You may be asked if you want to use a proprietary driver for your card,
answer Yes to use the driver provided by the card's manufacturer. This
driver may give you access to more features and also make your card per-
form better on 3D applications, such as games.

If you cannot find the graphic card you have, but you know which driver supportsiit,
select it from the Xorg entry at the bottom.
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Monitor
Allows you to change the monitor with the tool described in Section 3.2, “Changing
the Monitor” [54].

Resolution
Enables changing the pixel resolution and the color depth with the tool described in
Section 3.3, “Changing the Resolution” [55].

Other buttons are also available:

Test
Allowsyou to verify that your modifications actually work. It ishighly recommended
that you do test it, because if it does not work, it will be harder to recover aworking
graphical environment later. If the test fails, simply wait until it ends. If you are not
satisfied with the suggested settings, choose No during the test, and you will return
to XFdrake's main window.

% If thetest isnot available
Depending on your video card, video testing may not be available. Y ou will
be warned of such a situation. If it happens that the settings are incorrect
and your display does not work, type XFdrake asr oot in the console to

use X Fdrake's text version.

Options

Global options
By default, restarting X server using Ctrl+Alt+Backspace keysis disabled. You
can reenable it unchecking this option.

Graphic card options
Depending on your hardware capabilities, you can choose to enable or disable
specific features such as hardware acceleration or special visual effects (translu-
cency).

Graphical interface at startup
Usethisoption to choose whether you want your machine to automatically switch
to agraphical interface at boot. Obviously, you may want to disable this option
if your machine isto act as a server, or if you were not successful in getting the
display configured.

Quit
If you modify your graphical display in some way, the current configuration is dis-
played and XFdrake asks you whether you want to keep your changes. Thisis your
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Changing the Monitor

last chance to go back to the old configuration. If all seems OK, click on Yes. If you
want to restore the previous parameters, click on No.

Confirm the changes and restart your graphical environment to activate the new configu-
ration.

3.2. Changing the Monitor

Monitor models are listed in X Fdrake's window (see Figure 5.4, “Choosing a New Moni-
tor” [54]). If your monitor was automatically detected, it is listed as Plug'n Play along
with its model.

o Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = [

File Options Help

“ S Set up the graphical server

Choose a monitor

Custom
Flug'n Play
» Vendor
¥ Generic
1024x768 @ 60 Hz
1024x768 @ 70 Hz
1280x1024 @ 60 Hz
1280x1024 @ 74 Hz
1280x1024 @ 76 Hz
1400x1050
1600x1200 @ 70 Hz
1800x1200 @ 76 Hz
640x480 @ 60 Hz
800x600 @ 56 Hz ¥

| Cancel | Ok

Figure 5.4. Choosing a New M onitor

If your monitor wasn't automatically detected, you can choose it from the list, from the
Vendor entry. If you don't find your monitor or acompatible one, choose one with param-
eters corresponding to the monitor from the Generic entry, at the bottom.
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3.3. Changing the Resolution

Simply choose the resolution (800x600, 1024x768, 1152x864, etc.) and the color
depth(16 million colors (24 bits),65 thousand colors (16 bits),
etc.) you want from the lists.

o, Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = [
File Options Help

“ < Set up the graphical server

Choose the resolution and the color depth

(Graphics card: VMware virtual video card)

| 1280x1024 v

- ) v
| 16 million colors (24 bits) | .

| Cancel | ok

Figure5.5. Changing the Resolution of Your Screen

The monitor in the window displays what the desktop will look like with the chosen con-
figuration (see Figure 5.5, “Changing the Resolution of Your Screen{55]). If it looks
good, click OK. Depending on the resolution you've chosen you may need to logout and
restart your graphical environment for the settings to take effect.

Monitor and Resolution Ratio. By default, the available resolution list only shows
resolutions supported by your video card and monitor combination. Thereisaspecia entry
named Other that adds more possible resol utions along with their ratios. Bear in mind that
most monitors are designed with a4: 3 horizontal vs. vertical ratio.
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4. Changing Your Keyboard Layout

Abstract

II
This tool alows you to define another keyboard layout, which is useful

when the keyboard you want to use is different to the one chosen at installation time.

.. Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = [
File Options Help

= i.} < Set up the keyboard layout

Please, choose your keyboard layout.

* Keyboard layout

Faroese
Finnish
French

Georgian ("Latin" layout)

Georgian ("Russian" layout)

* Keyboard type

102-key (Intl) PC
104-key PC
105-key (Intl) PC |,__|

P Genius

Gyration

{ Cancel | Ok

Figure5.6. Choosing a Different Keyboard L ayout

Select your keyboard's layout (which is closely associated to the language you speak) and
then its type (or model) from the lists shown in Figure 5.6, “Choosing a Different Key-
board Layout” [56]. If you own a multimedia keyboard and it is listed in the list of
manufacturers, chances are that most multimedia keys on it will be supported. Otherwise,
choose your keyboard type under the Generic branch. Changes are effective immediately
after clicking OK.

56



Changing Y our Mouse

If you choose akeyboard layout based on anon-L atin a phabet, you are asked to
choosethe key combination that will switch thekeyboard configuration between
the Latin and non-L atin layouts.

5. Changing Your Mouse
T,

I Thistool enables you to set up adifferent mouse, which is useful if the mouse
you are currently using is not the same as the one you chose at installation time.

The “Synaptics Touchpad” function is automatically configured to work with
amost every touch pad found on notebook computers. The same goes for Wa-
com® tablets.

> Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (o] = [
File Options Help

_ E‘ Set up the pointer device (mouse, touchpad)

Please choose your type of mouse.

B PS/2

> USBE

¥ Universal
Any PS/2 & USB mice
Force evdev
VMware mouse

B busmouse

* none

» serial

| Cancel | | Ok |

Figureb5.7. Choosing a Different M ouse
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Mice are sorted into a tree according to their connection type and model (see Figure 5.7,
“Choosing a Different Mouse’[57]). Highlight the mouse of your choice and click
OK. Changes take effect immediately after the mouse test is done.

xi ﬁ The Any PS/2 & USB mice option works with virtually al modern mice.
~

If you have amouse with more than 5 buttons, and it's not automatically config-
ured, select the Force evdev option and use the assistance provided to configure
the non-working buttons.

6. Configuring Printers

| S—

~— Thistool allows you to configure printers, both connected directly to your sys-
tem, and remote printers served by other systems. Y ou can find thistool in the Hardware
section of the Mandriva Control Center.

; It is possible that you will be asked to install software packages when you run
@ the tool for the first time, please accept these package installations.

6.1. Automatic Installation

The system will automatically configure any new printer you connect to the USB port of
your computer. When that happens you get a notification on the panel stating the printer
is configured and ready to print.

Check theconfiguration.  Oncethe printer is automatically installed, you should how-
ever check and tune its configuration: Section 6, “Configuring Printers’ [58].

6.2. Manually Adding a Printer

Procedure5.1. Local Printer

1. Connect the printer to your system.

2. Choose Server+ New — Printer’ from the menu. If the printer was detected auto-
matically, it's offered as the 1st option in the Devices list (see Figure 5.8, “ Automat-

58



Manually Adding a Printer

icaly Detected Printer” [59]), otherwise you can select the port and driver man-
ually: make sure you have all needed data at hand. Keyboard shortcut: Ctrl+ N.

= New Printer (=] = [
Select Device
Devices Description
HP DeskJet 990C (ES195180K7LG) HPLIP software driving a printer, or the printer
Other function of a multi-function device.

¥ Network Printer
Find Metwork Printer
ThinPrint Printer for VMware
AppSocket/HP JetDirect
Internet Printing Protocol (ipp)

ThinPrint Gateway Printer for VI

< +~ P Connection

Cancel I Forward ‘

Figure5.8. Automatically Detected Printer

Select the printer driver. If the printer was autodetected (as is the case with USB
printers), just accept the suggested settings and click Forward . Y ou can also provide
your own PPD file or search for a suitable driver on the Internet. If thereis more than
one driver available for your printer, you are asked to choose which one to use: it
is advisable that you keep the recommended one (see Figure 5.9, “Choosing Printer
Driver” [60]).
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Choose Driver

=) Change Driver

Models
UEsKJer 9350

Deskjet 957c
DeskJet 959C
Deskjet 960C
Deskjet 970C
Desk|et 975C
Deskjet 980C
Deskjet 990C
Deskjet 995¢
Deskjet 1000110
Deskjet 1000C
Deskjet 1050 j410
Deskjet 1100
Deskjet 1100C

| Deskiet 1120

< g

_| HP Deskjet 990C Foomatic/cdj550 [en]
| 1P Desk)et 990C Foomatic/chp2200 [en]

Drivers

HP Deskjet 990¢, hpcups 3.11.5 [en]
HP Deskjet 990¢, hpcups 3.11.5 [en]
HF Deskjet 990C - CUPS+Gutenprint v5.2
HP Deskjet 990C - CUPS+Gutenprint v5.2]
HP Deskjet 990C Foomatic/gutenprint-ijs
HP Deskjet 990C Foomatic/gutenprint-ijg

HP Deskjet 990C Foomatic/pcl3 [en]

»

g L] L3

Back || Cancel || Forward

Figure5.9. Choosing Printer Driver

Provide descriptions for the printer. These serve to better identify printers if you
happen to have more than one configured (see Figure 5.10, “Printer Descrip-
tion” [61]). Fill the Printer Name, Description, and Location fields as you seefit.
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= New Printer (=] = S
Describe Printer
Printer Name
Short name for this printer such as "laserjet"
‘ Hewlett-Packard-Desk|et-990C |
Description (optional)
Human-readable description such as "HP Laserjet with Duplexer"
‘Hewlett-Packard Deskjet 990C |
Location (optional)
Human-readable location such as "Lab 1"
‘Second Floor |
Back || Cancel || Apply

Figure 5.10. Printer Description

5.

Click on Apply , the printer is then listed and marked as ready and available (see
Figure5.11, “Available Printers’ [62]).
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- . Mandriva Linux Cantral Center 2011.0 [on localhastlocaldomain] ° - =

Server Printer Group ¥iew Help

@y | @ Eilter: | Q 4
—

DESKJET-990C

Connected to localhost A

Figure5.11. Available Printers
Procedure 5.2. Remote Printer

1. Askyour system or network administrator for the model and name of the printer and
the protocol it uses. Make sure the printer is turned on.

Choose Server+ New - Printer from the menu and choose the communications
protocol inthe Devices list using theinformation provided by your system or network
administrator. The example shows a printer served by a Windows system (see Fig-
ure 5.12, “Windows System Printer Setup” [63]). Keyboard shortcut: Ctrl+ N.
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= New Printer (=] = S
Select Device
Devices SMB Printer
HP DeskJet 990C (ES195180K7LG) smb:// | 192.168.0.100/pdf-gen |Browse...|
Other —

smb://workgroup/Jserver:port]/printer
¥ Network Printer

SMB (192.168.0.100)

Authentication

Find Network Printer (J Prompt user if authentication is required

ThinPrint Printer for VMware () Set authentication details now

AppSocket/HP JetDirect

Internet Printing Protocol (ipp)
ThinPrint Gateway Printer for ViV
| Verify...

< ) ~ P Connection

| Cancel I Forward |

Figure5.12. Windows System Printer Setup

3. Therest of the steps are the same as described for the Loca Printer configuration:
choosethedriver, fill in the descriptions, and click Apply ' to make the remote printer
available to print on your system.

6.3. Changing Printer Configuration

Double click on a printer to access its properties. Open the section you are interested in,
make your selections and click Apply' to make your settings effective immediately.
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6.3.1. General Settings

- Printer Properties - 'DESKJET-990C on localhost (o] @ [
Settings Settings
Policies Description: | HEWLETT-PACKARD DESKJET 990C

Access Control

Installable Options Location:

|
[Iccalhcst.localdcmain l
|

Printer Options

Device URL: [hp Jusb/DeskJet_990C?serial= El |Change

Joh Options
= Make and Model: HP Deskjet 990c, hpcups 3.11.5 Change...

Printer State:

Ink/Toner Levels
Stopped - Unplugged or turned off

Tests and Maintenance

Print Test Page | |F’rin|: SelfTest Page| | Clean Print Heads |

| || Cancel || (0] |

Allows you to change the printer descriptions and driver. It also provides buttons to print
test pages and clean print heads (if applicable).

6.3.2. Policies

= Printer Properties - 'DESKJET-990C' on localhost (=] @ S
Settings State
Policies ] Enabled
Access Control (£ Accepting jobs
Installable Options (& Shared
Printer Options Policies
Job Options Error Policy: | Stop printer v |
Ink/Toner Levels
Operation Policy: |Defau|t behavior v |
Banner
Starting Banner: |N0ne 'r|
Ending Banner: |None v |
| || Cancel || |




Changing Printer Configuration

Allows you to change whether the printer is enabled, if it's accepting jobs, if it's shareable,
what to do when printing errors occur, etc.

6.3.3. Access Control

= Printer Properties - 'DESKJET-930C" on localhost (=] =

Settings O Allow printing for everyone except these users:

Policies -
J Deny printing for everyone except these users:

Access Control

Installable Options |

Printer Options Users
Job Options queen
Ink/Toner Levels i peter

I Apply I Cancel I OK

By default, all users can print on the system printers, if you want to limit the usersthat can
or cannot print on your system, fill the field and click the Add button to add user names
to the Userslist and then choose the following:

« Allow printing for everyone except these users to deny printing to the listed users

« Deny printing for everyone except these users to allow printing only to the listed users.

The example shows that only users pet er and queen can print.
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Changing Printer Configuration

6.3.4. Printer Options

= Printer Properties - 'DESKJET-990C' on localhost (o] @ [
Settings General
Policies o
Media Size: ] Ad AutoDuplex 210x297mm

Access Control

Installable Options Double-sided printing: | Long edge (standard) ¥ |

Printer Options

Job Options Media source: |Aut0—SeIecI v |
Ink/Toner Levels
Output Mode: | Color v |
Media Type: Automatic v
Print Quality: | Mormal v |

e —— >

| Apply || Cancel || OK |

Allows you to change the default paper size, printout mode and quality settings.

6.3.5. Job Options

- Printer Properties - 'DESKJET-990C' on localhost
Settings Specify the default job options for this printer. .
Policies Jobs arriving at this print server will have these
options added if they are not already set by the
Access Control- application.
Installable Options Common Options
Printer Options
. A
A Copies: 1 Reset
Job Options p [ ILJ
Ink/Toner Levels | orientation: |Autcmatic rotation v | |Reset|
7] scale to fit Reset
Pages per side: | 1 v | |Re5et|
B More
_Image Ontinne T
| Apply | | Cancel | | OK |
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Installing and Sharing Scanners

Allows you to change various print job parameters, such as the number of copies, scaling,
orientation, etc.

7. Installing and Sharing Scanners

) ;"
——

L y

—"J The ScannerDrake wizard helps you install your scanner. Make sure your
scanner is powered on and launch ScannerDrake by clicking on the Scanners entry of the
Mandriva Linux Control Center's Hardware section.

N o Please note that not all scanners are supported under Linux. Before buying

AN new hardware, remember to check out Mandriva's Hardware Database [http://
hcl.mandriva.com] and the SANE home page [ http://www.sane-project.org/] for
compatibility issues.

7.1. Main Interface and Scanner Installation

The program tries to detect the manufacturer and model of your scanner. If it finds the
scanner then information about it is displayed in the upper part of the wizard's main win-
dow. The window also offers a few action buttons (Figure 5.13, “Installing your Scan-
ner” [68]).
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Main Interface and Scanner Installation

] ~ Mandriva Linux Control Center 2011.0 [on localhost.localdomain] B (= | @ [

File Options Help

E Set up scanner

There are no scanners found which are available on your system.

Search for new scanners

Scanner sharing

| Add a scanner manually |
| |
| Quit |

Figure 5.13. Installing your Scanner

Search for new scanners
Click on this button to autodetect a new scanner you have just plugged in.

Add a scanner manually
Use this button if the automatic detection fails and then look for the specific model
you own by browsing through the list of available scanners and models.
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Main Interface and Scanner Installation

o=

File Options Help

/
Set up scanner

" Mandriva Linux Control Center 2011.0 [on localhostlocaldomain] ° (=] = [

> EPSON

® Enhans

» Fujitsu

B Genius

B Epson Corp.

® Grandtek Scopecam
P Guillemot / Hercules
» Guillemot
¥ Hewlett-Packard
HP3500C
HP3530C
HP3570C
HP4400C
HP4470C
Maost HP Officelet, Laser]et, and PSC (Printer/Scanner/Copier) multi-function peripherals ¥

I Cancel

Ok

Figure5.14. The Tree-list of All Known Scanner Models

Choose the correct Port.  After choosing the appropriate model, you can leave the
default Auto-detect available ports option unlessyou have aparallel port scanner, in which
case selecting / dev/ par por t 0 in the pull-down list should be the right choice.

HP multi-function devices

Note that HP multi-function devices, such as the OfficeJet and PSC printers,
must be configured through the printer configuration tool described in to Sec-
tion 6, “Configuring Printers’[58]. The scanning part of non-HP mul-
ti-function devices can be set up with ScannerDrake as a stand-al one scanner.

Test the Scanner.  Once your scanner appears in ScannerDrake main window, you can
test its configuration by using any scanning application such as Kooka or The Gimp.
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Share your Scanner

7.2. Share your Scanner

ScannerDrake allows for scanner sharing between users connected viaa LAN.

u?_ " Mandriva Linux Control Center 2011.0 [on localhost.localdomain] ° (=] =

File Options Help

ﬂ < Set up scanner

Here you can choose whether the scanners connected to this machine should be
accessible by remote machines and by which remote machines.You can also decide here
whether scanners on remote machines should be made available on this machine.

|4 The scanners on this machine are available to other computers

| Scanner sharing to hosts: No remote machines

4 Use scanners on remote computers

| Use the scanners on hosts: No remote machines |

| Cancel | | Ok |

Figure5.15. Sharing Scannerswithin a LAN

Procedure 5.3. Share Your Own Scanner

1. Check the The scanners on this machine are available to other computers: box.

2. Click the Scanner sharing to hosts button and then Add host to specify which hosts
will be actually allowed to access your scanner.

Procedure5.4. Use Other Peopl€e's Scanners

1. Check the Use scanners on remote computers box.

2. Click the Use the scanners on hosts button and then Add host to specify which
hosts serve the scanner you wish to use.
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Setting up your UPS

8. Setting up your UPS

Automatic Installation.

Thistool will configurethe NUT (Network UPS Tool) servicefor you. The service
checksthe UPS connected to your machine and automatically shutsit down when the UPS
is about to run out of battery power.

option to let DrakUPS autodetect your UPS.

Procedure5.5. Manual Configuration (Serial Port)

1
2.

3.

Select the Manual configuration option.
Select your UPS from the list of manufacturers and models.

Select the Connected through a serial port or a USB cable

5. F - _Mandriva Linux Control Center 2011.0 [on Iucalhost.luc_aldomain]

File Options Help

‘ < Set up a UPS for power monitoring

UPS driver configuration

Please select your UPS model.

Manufacturer/ Model: | £ ;000 RT3 /1500 RT2U (Serial port)

Cancel |

. Previous

MNext

Then assign a Name, Driver, and Port™.
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Setting up your UPS

]

~  Mandriva Linux Control Center 2011.0 [on Iocalhosl.loc_aldomain]

File Options Help

Set up a UPS for power monitoring

UPS driver configuration
We are configuring the "EX 1000 RT2U / 1500 RT2U" UPS from "Eaton” "ups"  "5"
Please fill in its name, its driver and its port.
Name: [myups ]
Driver: [ mge-shut ]
[P [nysm COM1 v
T

If all went well your UPS should now be configured and ready to help avoid power outage

surprises.
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Chapter 6. Setting up your
Network and Accessing the Web

1. Network Manager

@ The network manager is an applet that allows to configure the way your computer
accesses the Internet. Just click thisicon on the panel to show the available interfaces.

Interfaces Connections

5 Networking Interface 1
m ¥ System ethQ

Connected t n etho

Manage Connections...

Figure6.1. Display Available Interfaces

Available actionsin the Network Manager popup
Disable the entire networking
Untick the Enable networking box in order to completely disconnect your computer.

Disconnect asingle interface
By unticking the box next to its name

Monitor Interfaces Activity
When clicking on an interface name, a graph shows the activity on that interface.
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Create a New Connection

Networking Interface Connections

Type: Wired Ethernet .
Connection State: Co
IP Address:
Connection Speed:
System Name

Traffic
1.0 KiB/s 0 B/s

3 KB/s
2 KBfs
0 KBfs

1.1. Create a New Connection
By clicking the Manage Connections button, you open the configuration tool.

17} Configure - KDE Control Module (=] = [
i:ﬁ Add, Edit and Remove network connections '—“
Connections Wire eless | Mobile Broadband | VPN | DSL
F
i Connection ¥  Scope Last Used | Add.. v |
OWer ‘System eth0 21 minutes ago 0 minutes ago Edit
it...
= J
| Delete |
| OK | | Cancel |

Figure 6.2. Configuring the I nterfaces

1. Select the type of connection you wish to configure (Wired, Wireless, Mobile, VPN,
or DSL).

Click on Add for anew connection or Edit' to modify an existing one.
Fill the required information and click OK.
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Network and Internet Connection Management

11} Edit Network Connection - KDE Control Module (=] = [

Connection name: |System eth0 | .
*
L4 Connect automatically | |

Ld System connection

1Pv4 Address | IPv6 Address | Ethernet | 802.1x Security

IBasic settings v|

Method: Automatic (DHCP) v

DHCP Client ID: |

L4 IPvd4 is required for this connection

‘ OK | | Cancel

2. Network and Internet Connection Management

&. Connections management is now handled through the KDE Network Manager
(see Section 1, “Network Manager”[73]). The Control Center tools are left
for legacy reasons, but you should not use them normally.

By default, your computer is protected by afirewall so asto avoid bad surprises

@ such as intrusions into your system. If you need to open some incoming ports
for other people to connect to your computer, you can use DrakFirewall. Please
refer to Section 2, “Securing your Internet Access via DrakFirewall1154]
for more information.

The drakconnect set of tools allows you to easily configure your network access, whether
it be to the Internet or to aloca network, while the new Network Center allows you to
reconfigure and monitor your network interfaces. Open Mandriva Linux Control Center
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Network and Internet Connection Management

and select the Network & Internet section to access these tools. A view of the main inter-
face is shown in Figure 6.3, “Network Configuration and Monitoring Tools[76] .
The Internet connection sharing tool is described in Section 4, “ Sharing an Internet Con-
nection” [86], the proxy configuration tool is described in Section 3, “Proxies Config-
uration” [85], and the network profiles tool is described in Section 6, “Activating and
Managing Network Profiles’ [93].

A B ” Mandriva Linux Control Center 2011.0 [on localhost.localdomain] : g E x|

File Options Help
*Mandrivg * Manage your network devices

Set up a new network
0«]1_ Network Center ! interface (LAN, ISDN,

ADSL, ...)
! Remove a connection

* Personalize and Secure your network

Software Management
Hardware

Network & Internet

System

Network Sharing

Local disks

Security

Share the Internet
6 Proxy 5 connection with other

local machines

o~ . Configure VPN
i Manage different %(E connection to secure

network profiles network access

* Others

mom
r'mm Hosts definitions
I |

Figure 6.3. Network Configuration and Monitoring Tools

We only describe the most common types. If yours is not described, you may still be able to use the methods
described here as aguide.
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Setting up a New Network Interface

2.1. Setting up a New Network Interface

drakconnect supports different types of Internet and network connecti ons’. The
first step consists of choosing which type of connection you want to configure. Always
make sure you have al the information provided by your ISP or network administrator
a hand.

After a connection has been configured, it may be further modified using the
Network Center (see Section 2.2, “Network Center: Reconfiguring and Moni-
toring Network Interfaces’ [82)]).

2.1.1. Wired Ethernet Connection

1. Your NICsare detected automatically; if you have more than one, select the one you
want to configure. You can also load a driver for your NIC manually.

2. You now have to specify whether the network parameters are automatically set up
(Automatic IP (BOOTP/DHCP)) or not (Manual configuration): fill the next fields
with the parameters that your 1SP or network administrator gave you. See our exam-
ple of manual configuration of |P parametersin Figure 6.4, “ Setting Static LAN Con-
nection Parameters’ [78].

3. a If you chose the static IP configuration type, you must specify the rest of the
parameters, namely the hostname, DNS server | P address(es) and the | P address
of the machine giving you access to the Internet, known as the gateway (see
Figure 6.4, “ Setting Static LAN Connection Parameters’ [78]).
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Setting up a New Network Interface

Fle Options Help

5 <.’n:<t up a new network interface (LAN, ISDN, ADSL, ...)

Ethernet

IP settings

IP address 192.168.1.50
Netmask 255.255.255.0
Gateway 192.168.1.1
DNS server 1 192.168.1.2

DNS server 2

Host name lappy.company.net

Advanced

Cancel Previous

Figure 6.4. Setting Static LAN Connection Parameters

b.  If you configure the network with DHCP, you can optionally provide DNS serv-
er information (remove the check from the Get DNS serversfrom DHCP option
and fill the corresponding fields with the IP addresses or hostnames of the DNS
servers) and the machine's hostname (remove the check from the Assign host
name from DHCP address option and fill the corresponding field with the host-
name: thisis the name which will be assigned to the machine when no network
configuration has been found).

4.  Allow usersto manage the connection
If you want users to be able to bring up or shutdown the connection without
having to provide the administrator (r oot ) password check this box.

Start the connection at boot
Uncheck thisif you want the connection to be activated on demand only.

NI  TheNet Applet

593

An applet appearsin the desktop's panel indicating that the connectionisup L

or down - . Right click on it to access a menu that also allows you to control
the connection's state, as well as other parameters.
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Setting up a New Network Interface

2.1.2. Wireless Connection

This entry alows you to configure WiFi (PCMCIA or PCI) devices.

1

If your WiFi card is not listed, insert the manufacturer's card drivers CD, then choose
the Use a Windows driver (with ndiswrapper) entry and select the driver (it's afile
whose name endsin . i nf ) from the CD.

A list of detected networksis then shown. Select yours; otherwise, choose unlisted.

Operating Mode
The mode the card will operate on, with respect to the other WiFi devicesin the
network. The most common one is Managed to simply connect to an existing
access point.

Network Name (ESSID)
The name of the network you want to connect to. Ask your network administrator.

Encryption Mode
This depends on the network settings, ask your network administrator.

Encryption Key
This aso depends on the network settings, ask your network administrator for
the key the network uses.

Remaining configurationissimilar to the traditional Ethernet network setup: see Sec-
tion 2.1.1, “Wired Ethernet Connection” [77].

Check the Allow access point roaming box if you want the connection to automati-
cally switch from one access point to another, depending on its signal strength. This
is particularly useful when moving alaptop around.

Managing Connections.  Consult Section 5, “Managing Wirel ess Connections (Roam-
ing)” [90] to learn how to configure and manage various wireless networks.

2.1.3. DSL Connection

Choose the device your DSL modem is connected to, and click Next.

Y ou then see alist of countries/I SPs. If yoursislisted, select it: most of the following
parameterswill be automatically set. If your ISPisnot listed, select the Unlisted - edit
manually option, click on Next and fill the parameters with the settings provided
by your ISP.

Y ou haveto specify the connection protocol, asadvertised by your provider. The most
common protocol being DHCP, followed by PPPoE and PPPoA.
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Setting up a New Network Interface

File Options Help

5 < Set up a new network interface (LAN, ISDN, ADSL, ...)

DsL

Please select your connection protocol.
If you do not know it, keep the preselected protocol.

Dynamic Host Configuration Protocol (DHCP)

Manual TCP/IP configuration

PPP over ATM (PPPoA)

PPP over Ethemet (PPPoE)

Point to Point Tunneling Protocol (PPTP)

Cancel Previous Next

Figure6.5. Setting the DSL Connection Protocol

All protocol types need at least a user name and a password, fill the corresponding
fields with them. The required packages are installed.

4. You are then asked whether users can bring the connection up/down and whether or
not to bring the connection up at boot: since DSL connections are of the “aways up”
type, you can safely check the Start connection at boot option. Finally you can test
the connection: we strongly recommend you to do so, to make sure al parameters
are accurate.

2.1.4. Cable Connection

This configuration is very similar to the one described in Section 2.1.1, “Wired Ethernet
Connection” [77]. Make sure you have all required parameters provided by your ISP
at hand.

Authentication.  Some cable ISPs need you to authenticate. If thisis your case, select
the Use BPALogin option. If you are unsure or don't know, it is safe to select the None
option.
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Setting up a New Network Interface

2.1.5. Analog Telephone Modem Connection (POTS)

1

A list of detected modems is shown. If no modem was detected, only the Manual
choice optionis shown, click on Next and choose the communications port the mo-
dem is connected to. The required packages are installed.

Thenyou seealist of countries/I SPs. If yoursislisted, select it and continueto the next
step: some parameters (connection name, phone number to dial, and authentication
scheme) will be automatically set. If not, select the Unlisted - edit manually option.

Verify the parameters, add the missing ones provided by your 1SP.

File Options Help

5 < Set up a new network interface (LAN, ISDN, ADSL, ...)

Dialup: account options

Connectionname | piglupConnection

Phone number 1234567890

Login ID gueen

Password I

Authentication {PAP/CHAP =
Cancel Previous Next

Figure 6.6. Entering Dial-up Connection Parameters

All parameters should be obvious, except for the authentication type. The valuein the
Authentication pull-down depends on what your | SP supports: Script-based (an old
type of authentication method based on “expect” and “send” types of chat between
your system and your I1SP); Terminal based (a terminal window pops up when the
connectionismade and you havetologininteractively); PAP, CHAP, or PAP/CHAP

(authentication information exchange protocols, CHAP s preferred becauseitismore
secure, PAP/CHAP will automatically choose the supported one).
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Network Center: Reconfiguring
and Monitoring Network Interfaces

Then come the IP, DNS and gateway settings. Nowadays, most | SPs provide them
automatically when a connection is made, so selecting the Automatic option on them
isusually a safe bet.

Y ou are then asked whether users can bring the connection up/down and whether or
not to bring the connection up at boot: since analog modem telephone connections
are not of the “aways up” type, you should not check the Start connection at boot
option. Finally you can test the connection: we strongly recommend you to do so, to
make sure all parameters are accurate.

2.2. Network Center: Reconfiguring and Monitoring Network
Interfaces

3

work interface-specific parameters, after you have set them up through the new interface
wizard (see Section 2.1, “Setting up a New Network Interfacd77]); and connect/dis-
connect the network interfaces.
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Network Center: Reconfiguring
and Monitoring Network Interfaces

File Options Help

Q < Network Center

it

* () Broadcom Corporation BCM4401-B0 100Base-TX etho
- ‘l’? Intel Corporation PRO/Wireless 3945ABG Network Connection wlano
Pléase select your network:
SSID Signal strength Encryption Operating Mode
" il &
Jony d = Managed
Jony d - Managed
Wi-Fi Luna d - Managed
Belleza Pura I i Managed -
i Monitor £ Configure © Refresh i Disconnect

Quit

For each network interface the following is shown: an icon? representing interface status

(\j for Up or Connected; * .)' for Down or Disconnected; and for Non-configured -
typical for WiFi interfaces which are not linked to an access point); the interface hardware
name; and the interface software device, for example et h0 for the 1% Ethernet interface.

Click on the small triangle on the interface status icon to show buttons to take actions on
the corresponding interface:

Traffic Monitoring
Click on Monitor to monitor traffic on the interface as shown in Section 2.3, “Mon-

itoring Connections’ [84].

Change Configuration
Click on Configure to change the interface configuration parameters as shown in

Section 2.4, “Reconfiguring a Network Interface” [85].

’The example shows the icons for Ethernet interfaces, the icon displayed will vary for other interface types, but
the coloring scheme is the same.
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Monitoring Connections

Show Available Wireless Networks (if awireless interface is selected)

Click on Refresh' to rescan for available wireless networks, and select the network
you want to connect to from the list. For more details about how to use the wireless
connections management interface, please refer to Section 5, “Managing Wireless

Connections (Roaming)” [90].

Connection Control

Simply click on Connect/ Disconnect to bring the network link up or down on that

interface.
2.3. Monitoring Connections

wlan0 letho Settings
Connection type: wifi

Global statistics

Instantaneous
Sending 10KB/s
speed:
Receiving 384KB/s
speed:
sent: 300KB Local measure
sent: 0B Connection
W received: 7.5MB unknown

received: 0B time:

W average

‘Use same scale for received and transmitted;

Disconnect wifi

Connected

Figure 6.7. Real-Time Network Connection Monitoring

Average
13KB/s

383KB/s

Close

Network interface activity is shown for the selected interface. Y ou can specify some op-
tionsfor the traffic graphic and statistics (see Figure 6.7, “ Real-Time Network Connection
Monitoring” [84]). It can also be used to control the status of the network connection,

bringing it up or down using the button at the lower left.

The network monitoring interface can be brought up by users through the net

applet to monitor traffic.



Reconfiguring a Network Interface

2.4. Reconfiguring a Network Interface

\ < Broadcom Corporation BCM4401-BO 100Base-TX

Please enter settings for network
Automatic IP (BOOTP/DHCP)

Manual configuration

IP address 192.168.1.100
Netmask 255.255.255.0
Gateway 192.168.1.1

DNS server 1 192.168.1.7

DNS server 2

Advanced

Cancel

Figure 6.8. Changing Network Parameters

The current interface configuration is shown where you can change basic parameters such
aswhether to use an automatic or manual configuration, and if set to manual then which IP
address, gateway and DNS serversto use. Click on Advanced to access more advanced
configuration parameters, for example which DHCP client to use.

3. Proxies Configuration

i If your Internet connections must (or can) pass through a proxy, thistool alows
you to define the URLSs of proxies for the FTP and HTTP protocols. Figure 6.9, “Proxy
Server Settings’ [86] shows example settings, just fill the fields with the required val-
ues and click Ok.
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Sharing an Internet Connection

File Options Help

@ < Proxy

Here you can set up your proxies configuration (eg: http://
my_caching_server;8080)

HTTP proxy http://192.168.0.1:8080
Use HTTP proxy for HTTPS connections

FTP proxy ftp.proxy.enterprise.net
No proxy for (comma separated list): | ftp server.accessed.directly.on.the.net
Cancel

Figure 6.9. Proxy Server Settings

What'sa Proxy. A proxy isaserver that retrievesinformation from the Internet on your
behalf, keeping alocal copy of the web pages that are most frequently requested. They are
referred to as “caching proxies’, and optimize bandwidth usage. In some organizations,
you cannot access the Internet directly. Y ou must pass through a proxy that authenticates
you before alowing you to connect to the Internet. Thisisusually combined with afirewall
that only guarantees the proxy direct access to the Internet. They are referred to as “au-
thentication proxies’. In corporate or business environments, proxies perform both caching
and authentication functions for performance and security reasons.

4. Sharing an Internet Connection

\f-l This tool configures your system so that it acts as a gateway to the Internet for
other machines connected to it viaaLAN. Thisisvery useful at home, for example, if you
want all computers to access the Internet through the same Internet link.
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The Gateway Connection Wizard

Local Network
(wireless
or cabled)

N

Other local

machines /
Rl

Figure 6.10. A Simple Gateway Configuration

o

Your machine
(gateway)

The overall procedureisasfollows:

=

Configure your Internet access (Section 2, “Network and Internet Connection Man-
agement” [75]). In order for your machine to act as a gateway, you need an al-
ready configured and working connection to the Internet, plus a network connection
toyour LAN. Thisimpliesat |east two interfaces, for example, amodem and an Eth-
ernet card.

Set up the gateway (Section 4.1, “The Gateway Connection Wizard” [87]).
Configure the other local machines as clients (Section 4.3, “Configuring the
Clients’ [89]).

This wizard also configures a firewall to block most connections from the In-

ternet. You are encouraged to check that the firewall configuration (Section 2,
“Securing your Internet Access via DrakFirewall154]) suits you after com-
pleting the wizard.

After you complete thiswizard, all computers on the LAN will have to accessthe Internet.
Their configuration will be automated due to the DHCP server, which isinstalled on your
gateway, and the web access will be optimized through the Squid transparent proxy cache.

4.1. The Gateway Connection Wizard
These are the steps the wizard takes:

In order to successfully complete the wizard, some steps require software pack-
agesto beinstalled. Please accept installation of those packages.



The Gateway Connection Wizard

88

You first need to specify the name of the interface connected to the Internet. The
wizard may automatically select it for you, otherwise make sure you select the correct
one from the drop-down list. It should be the interface name you configured in the
Internet Configuration Management tool.

If you have more than one Ethernet interface, and depending on what you chose as
your Internet interface, the wizard might ask you to select the one connected to your
LAN®. Make sure you select the correct one.

Fle Options Help

E Share the Internet connection with other local machines

Local Area Network settings

Local IP address 192.168.1.1
Netmask 255.255.255.0

The internal domain name homeland.net

Cancel Previous

Figure6.11. Configuringthe LAN

At this point, if it is the 1% time the system has been configured as a gateway, the
wizard offers default parametersfor the new local network to be managed. Check that
these values are not aready in usein your network, and proceed to the next step.

Otherwise, the wizard will first offer to reconfigure the LAN interface so that it will
be compatible with the gateway services. It isrecommended that you |eave the default
options and click on Next.

If you plan on having alocal hame server on your machine, you can check this box.
Otherwise, you can chooseto use your provider'sname server. If you don't know what
aname server is, leaving the box checked is safe.



Disable Connection Sharing

5. Installing a DHCP server on your machine allows al client machines to have their
network configurations made automatically. Otherwise, you have to configure each
client by hand: IP address, network, gateway, DNS.

6. A caching server records the Web pages requested by local browsers. Then, if the
same page is asked for again by someone else, it isable to serveit without needing to
retrieveit again from the Internet, therefore saving bandwidth and improving response
time. Thisisvery useful if there are many clients behind the gateway.

The application used to perform thistask is Squid [http://www.squid-cache.org/].
7. Thisstep showsif your local machine (the gateway) has access to printers.

Choose Yesif you want the client machines connected to the gateway to be able to
access the printers accessible from the gateway itself.

4.2. Disable Connection Sharing

If you wish later to disable the gateway, relaunch the wizard. Y ou will be asked whether
you want to reconfigure or disable connection sharing.

4.3. Configuring the Clients

The configuration of the clients depends mainly on whether you choseto install a DHCP

server on your gateway or not. By configuring the clients on the local network to use
DHCP, they will automatically use the Mandriva Linux machine as a gateway to the In-
ternet. This works for Windows ®, Linux and any other OS that supports DHCP.

If you have no DHCP server, you have to configure each of your machines manually,
according to the network parameters set on the connection sharing wizard.

Configuring your Mandriva System.  For DHCP, on a Mandriva Linux client sys-
tem, simply go to the Network Center (Section 2.2, “Network Center: Reconfiguring and
Monitoring Network Interfaces’ [82]) and make sure you select options Automatic
IP (BOOTP/DHCP) and Get DNS servers from DHCP when configuring the network, as
shown in Figure 6.12, “Configuring a Client to Use DHCP” [90].
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Managing Wireless Connections (Roaming)

& < Realtek Semiconductor Co., Ltd. RTL-8139/8139C/8139C+

Please enter settings for network
Automatic IP (BOOTP/DHCP)

Manual configuration

Get DNS servers from DHCP

Advanced

Cancel

Figure 6.12. Configuring a Client to Use DHCP

5. Managing Wireless Connections (Roaming)

N ! How to Use this Tool
=03

lI This tool is embedded into the Network Center (Section 2.2, “Network
Center: Reconfiguring and Monitoring Network Interface$82)). You can
also right click on the “signal meter” icon in the panel and choose Wireless
networks + Manage wireless networks . Then enter the system administrator's
password to access the tool.

|-

?J Cr—
== Thistool shows the wireless networks currently available. It also allows you to
switch between the networks and to change their configurations. If you haven't configured

your wireless interface yet, please refer to Section 2.1.2, “Wireless Connection”[79].
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Switching Networks

Figure 6.13, “DrakRoam's Interface’[91] shows DrakRoam's interface: a list of the
available networks, together with their status, and buttons for actions at the bottom.

J',i‘ < Wireless connection

Device: Intel Corporation PRO/Wireless 3945ABG Network Connection ¥

SsID Signal strength Encryption Operating Mode
" 1 2

Jony I ‘il Managed
Jony d - Managed
Wi-Fi Luna d o Managed
Belleza Pura I = Managed
casa I g Managed

Configure Connect Disconnect Refresh Quit

4

Figure 6.13. DrakRoam's I nterface

Thelist of detected networksis shown. If you expect to see other networks, click Refresh.

5.1. Switching Networks

To change networks, select one from the list, then click on Connect . If the network is
public, you are immediately connected. If it's private, you are asked for configuration pa-
rameters with the same dialog shown in Figure 6.14, “Changing Wireless Network Con-
figuration” [92]. Provide the required settings (in particular, the encryption key) and
click OK. Settings take effect immediately.

5.2. Configuring a Wireless Connection

If you need to change the network parameters, select the network from the list, then click
on Configure . See Figure 6.14, “Changing Wireless Network Configuration[92] for
an exampl e of a secure wireless network connection.
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Configuring a Wireless Connection

e , o - i i
= < Intel Corporation PRO/Wireless 3945ABG Network Connec
Please enter settings for network
Operating Mode Managed =
= WPA/WPA2 Pre-Shared Key +

Encryption key

Automatic IP (BOOTP/DHCP)

Manual configuration

Get DNS servers from DHCP

Advanced

Cancel Ok

Figure 6.14. Changing Wireless Network Configuration

Make your adjustments and click OK; the settings take effect immediately. Click on Ad-
vanced to fine tune parameters such as network 1D and frequency.
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Activating and Managing Network Profiles

6. Activating and Managing Network Profiles

Ao

Mandriva Linux Control Center netprofiles application enables you to store dif-
ferent configuration sets for your machine, for example for different locations. Thisis es-
pecially useful for laptops that need different configurations for home, office, coffee shop,
etc. The parameters that can be switched from one profile to another are:

Network Configuration
Activates different interfaces, with different configurations, for wirel ess-type connec-
tions, for example.

Services Configuration
Allows you to activate different services from one profile to another, for example a
firewall at home and no firewall at the office (see Section 2, “Configuring Start-Up
Services' [102)]).

6.1. Profile Handling

New profiles you want to create are based on the active one. All modifications are auto-
matically recorded in the active profile.
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Profile Handling

File Options Help

ﬂ Manage different network profiles

This tool allows you to control network profiles.
Select a network profile:
Profile
default

= Advanced
Select the netprofile modules:

Enabled Description
v Network connection settings
v Firewall settings
v Firewall settings (IPv6)
v Proxy settings
o Urpmi settings

A

Activate New Delete Quit

Figure 6.15. The Network Profiles Interface

Activate
Make the selected profile active.

New
Creates a new profile. Click on New. Enter name for new profile. A dialog pops up
asking for the name of the new profile. This new profile is now activated. Configure
needed information. Y ou can choose alist of modulesto configured for this new pro-
file. Click on Avdanced. Check boxes to be used: Network connection settings, Fir-
wall settings (using IPv6 or not), proxy settings and urpmi settings.

Delete

Deletesthe currently selected profile without further prompts. Please note that awarn-

ing isshown if you try to delete the active profile, because it cannot be removed while
itisinuse.

The Default Profile.  Thisisthe profile that is used at boot time. It cannot be del eted.
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Configure VPN Connections

Example: Create a New Profile for Your Dial-Up Home Connection.  You come
back home with your brand new laptop, which your system administrator configured so
you can connect to your corporate network. You now want to configure the network to
access the Internet from home with a dial-up connection.

1. Createanew profile called “Home”.

2. Reconfigure your network so that the modem, instead of the network card, is used
to access the Internet (see Section 2, “Network and Internet Connection Manage-
ment” [75]).

3. Connect to the Internet.
4.  When back at the office, switch back to the “default” profile.

7. Configure VPN Connections

]
== DrakVPN alowsyouto setup aVirtual Private Network with aremote VPN serv-

er. Protocols supported are Cisco VPN Concentrator and OpenVPN. Y ou can find thistool
in the Network & Internet section of the Mandriva Linux Control Center.

8. Manage Hosts Definitions

™ Mf you have fixed | P addresses on your network, Drakhosts allows you to associate
namesto those | P addresses, easier to remember. You canfind it inthe Network & Internet
section of the Mandriva Linux Control Center.
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Manage Hosts Definitions

File Options Help

L E—
MMl Hosts definitions
m ™
IP address Host name Host Aliases Add
127.0.0.1 localhost Modify
Remove
Quit

Please modify information

IP address:
Host name: peter
Host Aliases: peterpingus
Cancel Ok
Cancel ok

Figure 6.16. Modifying Drakhost Main Window

If you want a specific machine on your network to provide services, such as Internet gate-
way, file serving, databases, etc., assigning a host name to it will make systems adminis-
tration easier. With thistool you can add a name to the host IP address in order to manage
hosts more easily.

You can:

 add amachine to your network, click on the Add button and fill the fields: add the IP
address, the host name and if needed host aliases.

» changeor add anameto an existing host by selecting it and clicking on Modify . Simply
add or change the Host name field and add Host aliases if needed.

NI~  You canfind the IP address of a host by placing your mouse cursor on the net

;QS applet.
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Firewall Black/White Lists, etc.

9. Firewall Black/White Lists, etc.

g Thistool isused to detect suspicious or abnormal activities and warns you of intru-
sion attempts to your machine. Y ou can accessit viathe net applet by right clicking on it
and choosing Interactive Firewall from the pop-up menu.

Even if your machine is protected by a firewall, intrusion attempts can be made, we rec-
ommend that you use this tool to monitor security status and to detect any intrusions.

9.1. Enabling and Accessing Interactive Firewall Feature

When you set up your firewall configuration, check the Use Interactive Firewall option
to enable this feature. (Refer to Section 2, “ Securing your Internet Access via DrakFire-
wall” [154] for more details about firewall settings).

Each time a remote host tries to connect to one of the open ports on your system the tool
pops up amessage: click onit to view thefull log of the connection attempt and to manage
these remote hosts by allowing or denying their access.
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Monitoring and Managing Intrusions

9.2. Monitoring and Managing Intrusions

’,.\ < Interactive Firewall

i Blacklist Whitelist
Date Remote host  Type Service Network ir
Wed 01 Oct 2008 02:45:10 PM ART 192.168.1.105 New connection ssh wlan0

e 2

Clear logs Blacklist Whitelist Close
Figure6.17. Interactive Firewall Window

The Log tab shows connection attempt details: the date and time, the IP address of the
machine trying to connect to yours, the service or port and protocol, and the network in-
terface on which the connection attempt was made.

Y ou can the manage the remote hosts access with the following buttons:

Blacklist
Forbid connections to addresses sel ected.

Whitelist
Allow access to addresses selected.

Open the Blacklist tab to view all the forbdden remote hosts. Y ou can then:
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Monitoring and Managing Intrusions

Remove from blacklist
Remove aremote host from the black list.

Move to whitelist
Allow aremote host by adding them to the whitelist.

Open the Whitelist tab to view all the allowed addresses. Y ou can then:

Remove from whitelist
Remove addresses from this list.
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Chapter 7. Personalizing your System

1. Users Authentication

“"" Drakauth is atool that allows you to change the way users are authenticated
on your computer. You can find it in the System section of the Mandriva Linux Control
Center.

Fle Options Help

ég@ <Authenti{: ation

Authentication

LDAP:

Tells your computer to use LDAP for some or all authentication. LDAP
consolidates certain types of information within your organization.
Kerberos 5 :

With Kerberos and Ldap for authentication in Active Directory Server
Windows Domain:

Winbind allows the system to retrieve information and authenticate usersin a
Windows domain.

NIS:

Allows you to run a group of computers in the same Network Information
Service domain with a common password and group file.

Local file:

Use local for all authentication and infermation user tell in local file

Cancel

Figure 7.1. Authentication Window

You can change the authentication method only if your system administrator
asks you to do so.

If you select a method other than Local file, you need to provide parameters which vary
from one method to the other: ask your network administrator.
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Configuring Start-Up Services

2. Configuring Start-Up Services

Abstract

L 1
Z At boot time, the system starts a number of services (programs which run in
the background to perform a variety of tasks). This tool gives the administrator control
over those services.

] Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] = [

File Options Help

Manage system services by enabling or disabling them

Services and daemons

A

abrtd stopped Info .4 On boot Start Stop J
acpid stopped Info .4 On boot Start Stop
alsa running Info .4 On boot Start Stop
apmd stopped Info .4 On boot Start Stop
atd running Info |4 On boot Start Stop
avahi-daemon stopped Info |4 On boot Start Stop
checkflashboot stopped Info .4 On boot Start Stop
cpufreq running Info .4 On boot Start Stop
crond running Info .4 On boot Start Stop

| | . | || | T

Cancel Ok

Figure 7.2. Choosing the Services Available at Boot Time

For each service, thisisthe list of items found in each column:

* Service name;
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Managing Fonts on your System with DrakFont

e Current Status:. either r unni ng or st opped,;
e Info': click on this button to get alittle explanation about this service;

¢ On Boot: check this box if you wish this service to be automatically started at boot
ti me.lAIternativer, if xinetd is installed and the service is a xinetd service, the label
Start when requested will be displayed. Checking the box will then mean to activate
that service in xinetd. Y ou will also have to make sure that the xinetd service itself is
activated.

e Start: immediately starts the service, or restartsit (stop+start) if it is aready running;
e Stop: immediately stops the service.

After pressing the Start or Stop buttons, atool tip shows you the status of the operation.

3. Managing Fonts on your System with DrakFont

Abstract

This tool alows you to review the different font families, styles, and sizes
available on your system. It also alows for fonts to be installed or removed.

The main window (see Figure 7.3, “DrakFont's Main Window”[104]) shows a visua
appearance of the currently selected font combination.
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Managing Fonts on your System with DrakFont

o Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (=] =
File Options Help

ﬂ Manage, add and remove fonts. Import Windows(TM) fonts

Font List
Eamily: Style: Size:
Sans © | Regular ~ |10
Serif Italic F i
Standard Symbols L Bold "
Terminal Bold Italic . ‘ ‘
Times I
_ 12

UmePlus Gothic 14
UmePlus P Gothic | | s
UnBatan, L

s . v |18y
Preview:
abcdefghijk ABCDEFGHIJK

| Get Windows Fonts |

| Options [ Uninstall || Import | | Close

Figure 7.3. DrakFont's Main Window

drakfont ismade up of anumber of dialogswhich are accessiblethrough the buttonslocated
at the bottom.

Get Windows Fonts
This button automatically adds fonts found on your Windows ® partitions, if any, of
your local hard drives.

Options
Allows you to specify which applications and devices (such as printers) will support
the fonts. Select those you want support for and click on the OK button.

Uninstall
Allows you to remove installed fonts, in order to save space for example. Use this
with great care, it could have serious side effects for your applications. In particular
you should not remove fonts you did not install yourself.
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Setting your Machine's Date and Time

This actually removes all fonts found in a given directory. Note that fonts manually
added through drakfont arefound in/ usr/ shar e/ f ont s/ dr akf ont /.

Import
Allows you to manually add fonts found outside the Mandriva Linux distribution,
from a fonts disk you have purchased or from the Internet, for example. Supported
fonttypesaret t f, pf a, pf b, pcf, pf m gsf . Clicking on the Add button opensa
standard dialog alowing you to specify the font file to import. Once you've specified
al the fonts you want to import, click on the Install = button.

NI o Selecting mor e than one font

wé% To select morethan onefont, pressand hold the CTRL key while selecting
thefontsyou want toinstall and click OK, they will be added to the Import
Fonts window. Then, click on the Install  button.

When adding or removing fonts, the change might not appear immediately in
@ the font list. Close and re-launch drakfont to ensure your changes were taken
into account.

4. Setting your Machine's Date and Time

<

Abstract

Thislittle tool enables you to set your system's correct internal date and time.
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Setting your Machine's Date and Time

o Mandriva Linux Control Center 2011.0 [on localhost.localdomain] (o] = [
File Options Help

Manage date and time

| < November B 42011 » -
" I
sun Mon Tue Wed Thu Fri Sat ) )
1 2 3 4 5 > e

G 7 a2 9 10 1 12 - .
13 14 15 16 17 18 19 - -
20 21 22 23 24 25 26 i

27 28 29 30 - -

Metwork Time Protocol I TR

Your computer can synchronize its clock | - U | 16 U | 26 U
with a remote time server using NTP L4 L4 L4

|4 Enable Network Time Protocol Timezone
America/New_York
Server: |Europe|All servers: europe.pool.ntp.org LY :
{ Change Time Zone
| Cancel [ Reset | Ok

Figure 7.4. Changing Date and Time

Y ou set the date on the left and the time on the right:

1. Tochangetheyear, click on thelittle arrows on each side of the year; same procedure
to change the month. This updates the month view where you can click on the current
day in order to highlight it.

2. Werecommend that you check the timezone settings for your geographical location.
Click on the Change Time Zone button and select the correct placein the tree view.

Onceyou've chosen thetimezone, adial og appears asking you whether your hardware
clock isset to GMT. Answer Yesif only Linux isinstalled on your machine, No
otherwise.

3. To change the time, you can either move the hour, minute and second hands of the
analog clock, or change the numbers below.
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System Localization

4. If you have a permanent Internet connection and want your system to synchronizeits
interna clock with time servers on the Internet, put a check mark in the Enable Net-
work Time Protocol option and select aserver inthe Server pull-downlist, preferably
one near you. If you know the name or the IP address of alocal server you can also
enter it manualy in that field.

When you're finished, click on OK to apply your settings or Cancel ' to close the tool,
which will discard your changes. If you want to return to your previous settings, click on
Reset .

5. System Localization

\

7\ Localedrake isatool that allows you to switch the main language of the system,
as well as locale settings. You can find it in the System section of the Mandriva Linux
Control Center.

File Options Help

.% < Manage localization for your system

Please choose a language to use

Burmese

English
English {Australia)

English {Ireland)

(

English (Canada)
(

English (New-Zealand)

French

Guarani
-

Advanced

Cancel Help Next

Figure 7.5. Selecting the Language of the System
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Monitoring System Activity

1. Choose the language you want to use. The available languages correspond to those
selected during the installation of the system, so be sure to select all the languages you
are likely to use during the installation steps.

The Advanced button allows you to activate the old compatibility (non-UTF8) encod-
ing.

2. Choosethe country or region: thelist displays only the countries speaking the language
you selected at the previous step. If the country you are looking for is not listed, click
on Other countries to access the full list.

Y ou need to restart the system for these changes to take effect.

6. Monitoring System Activity

Abstract

\j Thistool alows you to look for specific entries in various log files, making it
easier to search for particular incidents or security threats.

Additionally anifty wizard allows you to set up mail aertsto warn you whenever the load
istoo high on your machine, or when a serviceis down.

108



Browsing System Logs

6.1. Browsing System Logs

File Options Help

I < View and search system logs

Settings
Matching | rpm but not matching
Choose file Calendar
Authentication /| Show only for the selected day
4 September» 4 2008 »

Mandriva Linux Tools Logs
1 2 3 4 5 7]

Messages 7 8 9 10 11 12 13
14 15 16 17 18 19 20
| Syslog 21 22 23 24 25 27
28 29 30
User
search

Content of the file
Sep 26 07:36:15 localhost called with: kgpg

Sep 26 07:39:28 localhost 4268]: running: urpmi.update <hidden arguments= I
Sep 26 08:44:18 localhost called with: kgpg

Sep 26 11:36:04 localhost 4374]: running: /bin/rpm -q --gf % {name} wpnc

Sep 26 11:36:15 localhost transaction on / (remove=0, install=0, upgrade=1)

Sep 26 11:36:32 localhost called with: vpnc -

Mail alert Save Cancel

Figure 7.6. Browsing and Sear ching through System L ogs

These are the stepsto follow in order to browse or look for a specific event into the system
logs:

1. You must choose which specific words to match by filling the Matching field (log
files contain the words) and/or the but not matching field (log files which don't con-
tain the words). At least one of the two fields must be filled.

2. Theninthe Choosefile area select the file you want to perform the search on. Simply
check the corresponding box.
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Setting up Mail Alerts

configuration tools, such as those you find in the Mandriva Linux Control
Center. Each time these tools modify the system configuration they write
tothislogfile.

% The Mandriva Linux Tools Logs are filled by Mandriva Linux-specific

3. Optionally, you can restrict the search to a specific day. In that case, check the Show
only for the selected day box and choose the desired day from the calendar.

4. When all isset up, click on the Search button. The results appear in the Content of
thefile area at the bottom.

Clicking on the Save button opens a standard dialog letting you save the search results
intoaplaintext (*. t xt) file.

6.2. Setting up Mail Alerts

Abstract

In order to facilitate server monitoring, MandrivaLinux suppliesasimpletool which sends
automatic mail alerts whenever something goes wrong on your server.

Clicking onthe Mail aert button of the LogDrake maininterface (seeFigure 7.6, “Brows-
ing and Searching through System Logs’[109]) starts the wizard. First you're asked
whether you wish to configure or stop the mail alert system. Choose Configure the mail
alert system entry in the pull-down list, and click Next.
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Setting up Mail Alerts

* < Mail alert

Services settings

You will receive an alert if one of the selected services is no longer

running

httpd Apache World Wide Web Server

sshd SSH Server

Cancel Previous

Figure7.7. Setting up a Mail Alert: Services

The next step (Figure 7.7, “ Setting up a Mail Alert: Services[111]) allows you to select
the servicesyou wish to receive alerts about if they stop working. Simply check the service
boxes which interest you.

rently trackable ones:

% The services listed are the ones present on your system. Here's alist of the cur-

L]

Postfix Mail Server;

Webmin Service;

FTP Server;

BIND Domain Name Resolver;
Apache World Wide Web Server;
SSH Server,

Samba Server;

Xinetd Service.
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Setting up Mail Alerts

ol

< Mail alert

Load setting

You will receive an alert if the load is higher than this value

Load

o

Cancel Previous

Figure 7.8. Setting up a Mail Alert: Load

Select the load which you consider unacceptable by moving the Load slider (Figure 7.8,
“Setting up a Mail Alert: Load”[112]). A high system load may indicate that a process
has gone out of control, or simply that there's avery high demand on this machine. There-
fore a service is suffering from it and is delayed. As a rule of thumb, the load on your
computer should not exceed 3 times the number of processors you have onit.
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Access to the Console

L < Mail alert

Alert configuration

Please enter your email address below
and enter the name (or the IP) of the SMTP server you wish to use

Email address peter@pingus.net

Email server smtp.pingus.net

Cancel Previous

Figure7.9. Setting up a Mail Alert: Recipient

Finally you need to tell the system to whom these alerts should be sent (Figure 7.9, “ Setting
up aMail Alert: Recipient”[113]). Provide an e-mail address and the mail server (local
or on the Internet) to relay the alertsto.

When the wizard is finished, an hourly check is set up to verify services availability and
the system's load. If needed a mail alert is sent to the aerts recipient until the problem
is solved.

7. Access to the Console

Thistool simply opens avirtual terminal console for ther oot user. You
can use it to issue any command, but be careful! There are no restrictions on the actions
you can take on your machine asr oot , and you could render your machine unusable.

113



Managing Users and Groups

To learn how to use the command line interface, you should read the Introduction to the
Command Line chapter of the MandrivaLinux Reference Manual Chapter 15, Introduction
to the Command Line [199]. To exit the console, type exit or pressthe Ctrl+ D keys.

8. Managing Users and Groups

Abstract

UserDrake allows system administratorsto easily add and remove users from the system,
to assign users to a group, and to manage user groups in the same manner.

@ In this section we will only focus on user management. Group management is
: similar.

8.1. The Interface

Launching UserDrake will display the main window (Figure 7.10, “ The User List in User-
Drake” [114]) which lists the users currently defined on the system. You can switch
from users to groups by clicking on the Groups tab next to the Users tab.

Fle Actions Options Help

& < Users and groups

& S & L

Add User Add Group Edit Delete Refresh

Search: Apply filter
Users Groups
User Name  User ID~ Primary Group  Full Name Login Shell  Home Directory  Status
peter 502 peter Peter Pingus /bin/bash fhome/peter

Figure 7.10. TheUser List in UserDrake

114



Adding a New User

All changes have immediate effect on your local user database. If the user list is modified
outside of UserDrake, you can refresh UserDrake's window by clicking on the Refresh
button.

; If you make changes to an already logged in user, those changes won't take
% effect until the next time that user logsin again.

Available actions are;

Add User
Adds a new user to the system. We detail this procedure in Section 8.2, “Adding a
New User” [115].

Add Group
Adds a new user group to the system.

Edit
Allows you to change the parameters of the selected user or group. We detail editing
user parameters in Section 8.2, “Adding a New User"[115]. In the case of a group
you will be able to assign or remove users from that group.

Delete
Removes the selected user or group from the system. A confirmation dialog will be
shown, and in the case of a user you will also be able to remove the user's / hone
directory and mai | box.

8.2. Adding a New User

We created the non-privileged user Queen Pingusa at installation time, and now we want
to create a new user called Peter Pingus. Then we want to make them both members of
thef i | eshar e group, so that they can share folders with other users on the network (see
Section 3, “Allowing Usersto Share Folders’ [150], custom option).

Click onthe Add User! button, adialog box to add anew user will pop up (seeFigure7.11,
“Adding a New User in the System”[116]). The only required field is Login athough
we strongly recommend that you set up a password for this new user: enter it in both the
Password and Confirm Password fields. Y ou can also choose to add a comment in Full
Name. Generally, thisisthefull name of the user, but you can put whatever you want. Once
you accept your settings you are asked if you wish to run the Wi ndows® data migration
wizard, please refer to Section 9, “Import Wi ndows® Setti ngs and DocumentsT118]
for more information.
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Adding a New User

Full Name: Peter Pingus

Login: peter

Password: Aok

Confirm Password: ok

Login Shell: /bin/bash -

Create Home Directory
Home Directory: /home/jpeter

Create a private group for the user
Specify user 1D manually

Click on the icon to change it '?

Cancel

Figure 7.11. Adding a New User in the System

We now have two usersin our list. Select one of them with your mouse, and click on the
Edit' button. The dialog box shown in Figure 7.12, “Adding Users to a Group”[117]
pops up. It allows you to modify most available user parameters.
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Guest account

User Data Account Info Password Info Groups
Select the groups that the user will be a member of:

O daemon
O disk

O fabman
C/

O floppy
O games =

1k

Primary Group peter

Cancel Ok

Figure7.12. Adding Usersto a Group
The dialog is made of the following tabs:

User Data
Allows you to modify information provided when the user was created.

Account Info
Enables you to provide an expiration date for that account, after which the user won't
be able to connect to the system. Thisis useful for temporary accounts. It's also pos-
sible to temporarily lock an account to prevent auser fromlogging in. Finally, thistab
alows you to change the icon associated with the user.

Password Info
Allowsyouto provide apassword expiration date, after which the user will berequired
to change his password.

Groups
Shows the list of available groups where you can select the groups to which any user
should belong.

For our usersweonly need to look for thef i | eshar e entry and check the box associated
toit. Then click on the OK button to make the changes effective.

8.3. Guest account

Y ou can use interface to add/remove a guest account. You can use this account to allow
somebody to use safely your system. Guest account is atemporary account, it can be only
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Import Wi ndows® Setti ngs and Documents

used to log in viagdm or kdm. Home and temporary directories for this user are mounted
and available only when account is used. Then it just disappears. So you should backup
dataif you get some in this account.

Guest account is enable by default. Choose guest in connection manager window, without
any password. To disable it, choose Options menu and click on Uninstall guest account.

9. Import Windows® Settings and Documents

2y
-
—] J'u
== Transfugdrake allows you to import settings and documents from your Mi-
crosoft® Windows® partition into your Mandriva Linux partition, in order to ease your
migration from Wi ndows® to Mandriva Linux. The wizard consists of afew si mple steps,
detailed below.

Transfugdrake only supports migration from the Windows® 2000, Windows®
: XP, and Windows Vista® operating systems.

Please bear in mind that each wizard operation takes effect immediately after
% clicking Next.

Procedure 7.1. Migrating User Settings and Documents
1. If you have morethan one user on your operating systems, you are asked to select the

source (Windows®) and target (Mandriva Linux) users: use the corresponding pull-
down lists to select users.
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2.

File Options Help

L

| ) < Import Windows(TM) documents and settings
Multiple users have been detected, please select a userin the list

below.

Windows user Peter Pingus

4l

Linux user peter

-

Cancel Previous

You are then asked whether you want to migrate documents. Select the Skip step
option if you don't want to migrate documents right now, but are interested in migrat-
ing settings.
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Fle Options Help

'\ = 3 3 .
: '@ < Import Windows(TM) documents and settings

Migrate your Windows documents to your home directory.
Documents can be imported by copying them, or they can be shared
with the other operating system

Import documents (recommended)
Skip step

Cancel Previous

Select the Import documents option to copy documents from the Wi ndows® partition
to your MandrivaLinux system. Usethisif you don't plan to use Wi ndows® anymore
and want to be able to del ete its partition without too much risk of dataloss. Filesand
folders from “My Documents’, “My Pictures’ and “My Music” are copied over to
theuser'sDocunent s, Pi ct ur es and Musi ¢ folders, respectively.

: Please be patient, depending on the amount of information to transfer, the
@ copying operation may take along time to complete.

3. Select the Import bookmarks option to import the web browser bookmarks. Both
Microsoft® Internet Explorer® and Mozilla Firefox bookmarks are merged with the
user's Mozilla Firefox bookmarks on Mandriva Linux.
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File Options Help

N
| ol

_@ < Import Windows(TM) documents and settings

Migrate your browser bookmarks

Import bookmarks (recommended)
Skip step

Cancel Previous

If you select the Skip Step option web browser bookmarks are not imported and you
will have to rebuild your Wi ndows® bookmarks collection one by one.

Simply select the Use Mandriva background option to keep your current Mandriva
Linux desktop's background image, or select Import background to use the desktop
background image from Wi ndows® instead.
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System Snapshots

Fle Options Help
- . : .
LY Import Windows(TM) documents and settings

Migrate your desktop background

& Use Mandriva background
Import background

Cancel Previous

10. System Snapshots

v f Draksnapshot isatool that allows you to perform system snapshots, whichis
akind of backup, using a special strategy to avoid duplicating equal filesin order to save

disk space. You can find it in the System section of the Mandriva Linux Control Center.
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Wheat to Backup

File Options Help

=y <Sm‘ap115|w:}t5

Settings
Enable Backups
Backup the whole system
Where to backup | home/.snapshots Browse

Advanced

Cancel

Figure 7.13. Draksnapshot Main Window

Check Enable Backups, choose Section 10.1, “What to Backup’[123] and Section 10.2,

“Where to Backup” [124], then click Apply . You can then choose File —» Quit to
close draksnapshot.

10.1. What to Backup

10.1.1. Backing-up the Whole System

Check Backup the whole system to backup the whole system. Please bear in mind that
thiswill take alot of disk space.

10.1.2. Backing-up Specific Folders

When the Backup the whole system option is not checked, only some folders are backed
up:
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Where to Backup

« thefolder where the system'’s users personal folders are stored,
« thefolder where system configuration is kept,

« thefolder where programs are stored.

Click on Advanced to change what's included in the snapshot.

Backup list

Add
etc
f d Remove
Jusrf
Exclude list
Add
Remaove
Close

Figure 7.14. Including and Excluding Files and Folders From the Snapshot
Backup list
shows folders and files that will be included in the backup.

Exclude list
shows folders and files, residing on the folders listed in the backup list, that will not
be included in the snapshot.

Usethe Add and Remove buttons at the side of each list to populate both lists. If the ex-
clusionlist isempty, wholefolders and files of the backup list areincluded in the snapshot.

10.2. Where to Backup

By default snapshots are stored in the (hidden) / hone/ . snapshot s folder. Click on
Browse to select a different folder to store snapshots into.
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Where to Backup

V17
%?\“

Backup on a Remote Media

If you have a remote folder mounted on your file system, you can select that
folder to perform the backup on the remote machine, on an external USB disk,

€etc.
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Chapter 8. Network Sharing

1. Importing Remote SMB Directories

Abstract

This tool allows the system administrator to give users access to remotely

shared directories using the SMB protocol (used mainly by Wi ndows®).

While users can individually access remote shares through their file managers, it may be
required in some cases to import a specific share for it to become immediately available
for al users. Well go through an example showing you how to import a directory from

aWindows® machine.

Fle Options Help
E < Access Windows (SMB) shared drives and directories

B 192.168.0.1 Search new servers
= & localhost Details
¢y DOCUMENTS (/home/queen/Document
&y DOCUMENTS (/home/queen/Document
N

Device: jlocalhost/DOCUMENTS
Type: smbfs
Options: username=2%

Mount point Cancel Done

Figure 8.1. Scanning the Whole Networ k
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Samba Shares M anagements

Choose a Server.  Clicking on the Search servers button scans the local network for
machines which currently share directories (including the local one). Well choose one of
them and make it available locally for all users.

Procedure 8.1. Choose a Share

1. Click on a machine name, then on the little arrow at the left of the machine icon to
show available shares. Then select the one you wish to configure.

N\ ! If themachineyou're connecting to has both public and password-protected
N shares, then canceling the password entry dialog will connect you to that
machine, but only to its public shares.

2. Onceashareisselected, a Mount point button appears, click on it to enter the local
directory name where remote files will be accessible.

3. Oncethisis done, two more buttons appear:

Options
Allowsyouto set auser name and password to accessthat SMB mount point. Oth-
er permissions and advanced settings can also be set through this button. Make
sureyou set at least the username, or leave all options empty to use defaults.

Mount
Makes the resource available locally. When this is done, users simply have to
point their file manager to the directory selected as the mount point to get the
files hosted by the server.

Import Share on Each Reboot.  When you're finished configuring the access points
for remote directories, click on Done. A dialog box will appear asking you whether or

not you wish to save your modifications to the / et ¢/ f st ab file (where mount point
information is usually stored). Click on Y esto make the share configurations persistent

between sessions. Click on No to exit without saving your changes.

2. Samba Shares Managements

q This tool allows you to define which folders and printers on your machine can

be accessed by other machines on the network by means of the SMB/CIFS protocol, main-
ly used by Windows® machines. You can find it in the Network Sharing section of the
Mandriva Linux Control Center.
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Basic Server Setup

Fle Samba Server Help About

E ( DrakSamba manage Samba shares

{4, |File share | = Printers | JSamba Users

Share name  Share directory Comment Add
f‘: homes Home Directories
Modify
Remove
Cancel Ok

Figure 8.2. DrakSamba Main Interface

Theinterfaceis composed of three tabswewill detail now, to manage folder shares, printer
shares, and users alowed to access those shares.
2.1. Basic Server Setup

Thefirst time you run the tool awizard helps you configure basic server settings.

1. Selectthe PDC optionto haveyour system act asadomain controller for aWi ndows®
network. Select the Standalone option to have your system act as a standal one server,
not part of any domain. This is the recommended setting for simple file and print
sharing services.
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Basic Server Setup

Samba server configuration Wizard

samba allows your server to behave as a file and print server for
workstations running non-Linux systems.

PDC - primary domain controller
Standalone - standalone server

Cancel

Figure 8.3. Standalone Samba Ser ver

2. Fill the Workgroup field with the name of the workgroup the system will serve. Fill
the Netbios name field with the NetBIOS name of the system, that is the name your
server will be known by other machines on the network.
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Basic Server Setup

Workgroup

Samba needs to know the Windows Workgroup it will serve.

Workgroup: NEODOC

Netbios name: Fileserver

Cancel

Figure 8.4. Workgroup and Server Names

Use the Security mode pull-down list to choose the security level from user (clients
authenticate once per session), share (clients authenticate per share) and domain
(clients authenticate on adomain controller). The user level security modeisthe rec-
ommended option.
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Basic Server Setup

132

Security mode

User level: the client sends a session setup request directly following
protocol negotiation. This request provides a username and password.

Share level: the client authenticates itself separately for each share
Domain level: provides a mechanism for storing all user and group accounts
in a central, shared, account repository. The centralized account repository
is shared between domain (security) controllers.

dl

Security mode user

Hosts allow

Cancel Ok

Figure 8.5. User Level Security Mode

Fill the Banner field with a phrase to describe your system on the network. Please
note that this phrase is arbitrary, however it is advisable to put something meaningful
to the services your system will provide to the network.



Basic Server Setup

Server Banner.

The banner is the way this server will be described in the Windows
workstations.

Banner: MeoDoc File Sharing (Samba Server %ov)

Cancel Ok

Figure 8.6. File Server Banner

Choose the log settings: log file name, maximum log size (in KB), and the verbosity
level. It is recommended that you leave settings at their defaults, that way there will
be a per-client log file with reasonable maximum size and verbosity.
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Samba User Management

Samba Log

Log file: use file.%m to use a separate log file for each machine that
connects

Log level: set the log (verbosity) level (0 <= log level <= 10)

Max Log size: put a capping on the size of the log files (in Kb).

Log file: fvar/logfsamba/%m.log
Max log size: 50
Log level: ] ¥

Cancel

Figure8.7. Per-Client Small L og File Setting

Finally, review your settings and click Ok. Settings are applied and the Samba ser-
viceis started.

2.2. Samba User Management

You must add a Samba user for each client that needs to connect to the Samba server for
file and print sharing.

Procedure 8.2. Adding a Samba User

1
2.
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Open the Samba Users tab.

Click on Add, use the User name pulldown list to select the users defined in the
Mandriva Linux system, then fill the password field.

NI Tosimplify the configuration and connection of shared resources on Win-

AL dows® clients, it's very important that both the user and password you set
on the Mandriva Linux server are the same as the ones set for the client on
his Windows® machine. Please bear in mind that caseisi mportant for both
user and password, so Pet er and pet er refer to two different users.



File Sharing Settings

2.3. File Sharing Settings

By default, the hone file shareis defined, giving Samba users accessto their homefolders
on the Mandriva Linux server. We describe below how to add a public share with read/
write accessfor al clients.

Procedure 8.3. Adding a File Share Resource

1. Open the File sharetab.

2. Clickon Add, fill the Name of the share (it can be any name, meaningful to the share
contents, in our example “Public”); the Comment (again, it should be descriptive
of the share contents, in our example “Public R/W Share”); and Directory with the
name of the folder (it must be an existing folder) to be shared (for example, / horre/
sanba/ Publ i c).

Add a share
Name of the share:| Public

Comment: Public R/W Share
Directory: fhome/samba/Public Open
Cancel

3. Click Ok onceyou are satisfied with your settings.
Procedur e 8.4. M odifying a File Share Resource

1. Open the File sharetab.

2. Select the share to change (in our example, Publ i ¢) and click on Modify .
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File Sharing Settings

136

Samba share directory

Share name: Public Public: yes -
Directory: ome/samba/Public Open )
Ty M f / P Writable: yes s
Comment: Public R/w share
Browseable: yes s

Advanced options
b User options (user access, mask option, force mode)

b File options (hide files, case)

Cancel

In the Samba share directory section change the Public (the file shareis publicly ac-
cessible), Writable (it can bewrittento) and Browsable (itisshownon the Windows®
client “Network Neighbourhood”) options to yes using the corresponding pulldown
lists.

Y ou can optionally fine tune file permissions, file creation masks, filename case, and
more options by opening the corresponding Advanced options.

Click Ok once you are satisfied with your settings.



Printer Sharing Settings

2.4. Printer Sharing Settings

File Samba Server Help About

E < DrakSamba manage Samba shares

fi‘uFiIe share = Printers JLSamba Users

Printer name  Path Comment Browse Add
= printers fvar/spool/samba All Printers no
= print$ fvarflib/samba/printers yes Modify
= pdf-gen fwar/tmp PDF Generator (only valid users) Hae
3
Cancel Ok

By default, al printers configured in the Mandriva Linux system are available for the
clients of the Samba server, and there's also a special printer named pdf - gen which
generates PDF files, available only to valid Samba users. Select a printer share and click
on Modify' to fine tune printer sharing settings (valid users, printer drivers, etc.)

3. Importing Remote NFS Directories

S—
1

1

-l

ne
[ @ This toal is exactly the same as the one mentioned in Section 1, “Importing
Remote SMB Directories’ [127], except that it controls file sharing with the NFS pro-
tocol rather than SMB. Therefore it allows you to locally import shared files from NFS-
friendly machines. The interface and its effects are similar to the one described in Sec-
tion 1, “Importing Remote SMB DirectoriesT127]. Only the corresponding machines
are different: UNIX ® for NFS and Windows ® for SMB.
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Share Drives and Directories using NFS

One other difference is that there is no need to provide a password to access NFS shares.
The authentication mechanism is host-based.

4. Share Drives and Directories using NFS

Draknfsis atool that allows you to create and maintain shares to be mounted
by other UNIX® machines on the local network. Y ou can find it in the Network Sharing
section of the Mandriva Linux Control Center.

File NFS Server

5 ! DrakNFS manage NFS shares

Share Directory Hosts Wildcard General Options

fvar/share 172.16.47.0/24 no_all_squash,async,secure,no_subtree_check,ro Modify
Remove
’
Cancel Ok

Figure 8.8. The DrakNFS Main Window

Procedure 8.5. How to Modify or Add a NFS Share

1. Click the Add button or select an entry and click Modify .
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Setting up WebDAYV Mount Points

NFS directory
Directory: Jvarfshare]| Directory
Host access

Access: 172.16.47.0/24 Information

4

User ID Mapping
User ID: No user UID mapping + | Information

Anonymous user |D:

Anonymous Group |D:

b Advanced options

Cancel Ok

2. Choosea Directory to be shared.

3. Configure the various access options by consulting the corresponding Information
buttons.

4. Click OK.

Allowed hosts can then access this share using Section 3, “Importing Remote NFS
Directories’ [137].

(92

. Setting up WebDAV Mount Points

Abstract

WebDAV (Web-based Distributed Authoring and Versioning) is an extension
to the HTTP protocol which allows you to create, move, copy, and delete resources on
a remote web server. In practice, mounting a remote WebDAYV repository on your local
machine allows you to modify a remote web server's files as if those files were local to
the system.

NI o Browsethe WebDAV Resources|http://www.webdav.org/] pagesto learn more
AN about this extension protocol.
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Setting up WebDAYV Mount Points

File Options Help
% < Access WebDAV shared drives and directories

WehDAV is a protocol that allows you to mount a web server's directory
locally, and treat it like a local filesystem (provided the web serveris
configured as a WebDAY server). If you would like to add WebDAV mount
points, select "New".

New

Quit

Figure 8.9. Managing WebDAV M ount Points

1. Thefirst timeyou launch this tool the required packages are installed if needed, and
only two buttons are available. New, which allows you to define anew mount point,
the other one just Quits the application. After you have defined the mount points,
they will appear as new buttons at the top of the buttons list. Clicking on a mount

point button will take you to the mount point menu (see Figure 8.10, “WebDAV
Menu” [141]).

2. When you click on the New button you are asked for the URL of the web server.
Enter the complete URL of theweb server, beginningwithht t p: // orhttps://,
then click OK.
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Setting up WebDAYV Mount Points

File Options Help
% < Access WebDAV shared drives and directories
Server: https://www.entreprise.net/dav/

Server
Mount point
Options
iDone

Cancel Ok

Figure 8.10. WebDAV Menu

Y ou must now decide where the web server files will be accessible from. Select the
Mount point option and click OK. Here you are able to choose alocal directory or
enter your own. If the selected mount point does not exist, it will be created.

If the server requires authentication, do not forget to fill the username and password
fieldsin the Options dialog. Then all you need to do isto actually mount the remote
repository by selecting Mount and clicking OK.

You are now able to browse and modify files on the loca mount point you have
defined and the changes will be immediately available on the web server.

To make your settings persistent between sessions, remember to save modifications
tothe/ et c/ f st ab file, as suggested when you quit the wizard.
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Chapter 9. Local Disks

1. Managing your Hard Drive Partitions with DiskDrake

“" Partitionsare initially set up during theinstallation process. DiskDrake allows
you, to some extent, to resize your partitions, move them, etc. DiskDrake can also deal
with RAID devices and supports LVM but we will not discuss these advanced uses here.

DiskDrakeisvery powerful and can therefore be adangeroustool. Misuse could

very easily lead to data loss on your hard drive. Because of this potential loss
of data, you are strongly advised to take some protective measures before using
DiskDrake:

1. Back upyour data. Transfer it to another computer, or the removable medium
of your choice.

2. Save your current partition table (the table describing how your disks
are organized) to a floppy disk (see Section 1.2, “DiskDrake's Action But-
tons’ [145]).
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The Interface

1.1. The Interface

Fle Options Help

E ; ! Manage disk partitions

Click on a partition, choose a filesystem type then choose an action

sda

_-_ o

Details

Mount point: /home
Device: sdab

Type: Journalised FS: ext3
Size: 9.1GB (45%)
Mounted

Clear all

Toggle to expert mode

Help Done

Figure9.1. DiskDrake's Main Window

DiskDrake enables you to manage partitions on each physical hard drive on your machine,
and also on removable drives: USB hard disks, keys, memory cards, etc. You can see as
many tabs as hard drives your system has. Each tab is named after the Linux name for that
drive (for example: sdafor the first hard disk).

The window (see Figure 9.1, “DiskDrake's Main Window”[144]) is divided into four

Zones:

* Top. The structure of your hard drive. When you launch DiskDrake it will display the
current structure of the drive. The display is updated as you make changes.

* Right. A menu relevant to the partition currently selected in the above diagram.

» Left. A description of the selected partition.

» Bottom. Buttons for executing general actions. See Section 1.2, “DiskDrake's Action
Buttons’ [145].
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DiskDrake's Action Buttons

We will now review the actions available through the buttons at the bottom of the window,
and then describe a practical use case.

1.2. DiskDrake's Action Buttons

Clear all
Clicking on this button will clear all partitions on the current hard drive.

Toggle to expert mode
This button allows you to access the expert mode functions (which are even more
dangerousif you are not sure what you are doing). Reserved for experts.

Help
Displays documentation in a browser window.

Done
Saves your changes and exits DiskDrake.

] Y ou may not remember the content of existing partitions. Click on View, you
: will be able to browse content of al your partitions

1.3. Resizing an Old Partition and Creating a New One

We are now going to do a little exercise to demonstrate one of the more useful features
of DiskDrake. Let us imagine that you decide to use your machine as an FTP server and
you want to create aseparate/ var / f t p partitionin order to host the FTPfiles. Note that
doing this step-by-step tutorial will actually modify the structure of your hard drive.

1. Reboot the machine and pressthe Ctrl+ Alt+ F1 keys at the login screen.

2. Loginasr oot andrunthecommand: xi nit -e di skdrake -- :1

3. Thisiswhat thecurrent/ horne partitionlookslike before modification. Wearegoing
to shrink this partition in order to create free space for the new file system.
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Resizing an Old Partition and Creating a New One

Fle Options Help

ﬂ Manage disk partitions

Click on a partition, choose a filesystem type then choose an action

sda

_-_ o

I (TGS S NGRGeHE Wote | cmoty

Details

Mount point: /home
Device: sda6

Type: Journalised FS: ext3
Size: 9.1GB (45%)
Mounted

Clear all

Toggle to expert mode

Help Done

First of al, you need to unmount the / home partition by clicking on it and then
pressing the Unmount button.

4. Thenext step, as you may have guessed, isto click on the Resize button. A dialog
appears which allows you to choose the new size for the/ hone partition. Move the
slider to reflect the new size, then click on OK.

Choose the new size
New size in MB: 5022

Minimum size: 698 MB
Maximum size: 9342 MB

Cancel Ok
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Resizing an Old Partition and Creating a New One

5.

When resizing is done, the graphic representation of your hard drive changes. The/

hone partitionis smaller, and an empty space appears. Click on the empty space and
then on the Create button. A dialog will let you choose the parameters for the new
partition. Set the size, choosethefile system youwant to use (usualy Jour nal i zed
FS: ext 3) and then enter the mount point for the partition, which in our example
will be/ var/ ftp.

Create a new partition
Size in MB:

s
o}
R
N}

Filesystem type: Journalised FS: ext3

“ «i

Mount point: Jvariftp

Cancel ok

Thisis how our projected partition table now looks like.

Click on a partition, choose a filesystem type then choose an action

sda

Resize

Details

Mount point: /var/ftp
Device: sda7

Type: Journalised FS: ext3
Size: 4.2GB (21%)

Mot formatted

Delete

Clear all

Toggle to expert mode

Help Done
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Managing Removable Devices

6. Thelast stepistoformat (prepareto host files) the newly created partition. To format
the partition, click on its representation in the partitions picture, then on the Format
button. Confirm thewriting of the partition tableto disk, theformatting of the partition
and the update to the/ et ¢/ f st ab file. You may be asked to reboot the computer
to make changes effective.

2. Managing Removable Devices

[ | /-J'\. - "\
= =9 =
ﬁl i

= =& Thesetoolsalow system administrators to easily control those options
which affect the behavior of removable devices such as floppy, CD and DVD disks. Note
that, by default, all removable devices are automatically made available so users shouldn't
need to manually mount media.

Starting with version 2007.1 of Mandriva Linux, removable media such as CD,
AA& floppy, USB keys and disks, etc. are found under / nedi a/ instead of / mt /.
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Managing Removable Devices

File Options Help

oy

l=O < CD/DVD burner (TSSTcorp DVD+-RW TS-L632D)

Mount point: /media/cdrom

Device: sl

Name: T55Tcorp DVD+-RW T5-L632D

Type: auto

Options: umask=0,users,iocharset=utf8,noauto ro,exec

Mount point
Options
Type

‘Done

Cancel Ok

Figure 9.2. Changing a Parameter

For each device the following properties may be changed:

Mount point. Thedirectory from where the device'sfileswill be accessed. Y ou can
either choose an entry from the list or type in your own path. If the directory does not
exist, it is created automatically.

Options. Controls various device options, notably whether a user is allowed to
use new media without r oot privileges. By default, the user currently logged on the
system's physical console is given access to removable media.

Type. Displays alist of file-system types. If you have a specific medium with a
different file system on it, thisis where you can tell Linux how to accessit.

Select the property you wish to change and click OK. The corresponding dialog pops up
in which you can change your settings. Then click OK again and save your modifications
tothe/ et ¢/ f st ab file: the device is automatically remounted.

149



Allowing Users to Share Folders

3. Allowing Users to Share Folders

Abstract

— o]
1
1

|I_ n -
!J Thistool enables you to share files with other users of your computer network.
File sharing can be done on heterogeneous systems such as Linux and Wi ndows ®.

The file-sharing configuration is done in two simple steps: determining who can export
folders, and then which protocol to use. A third step is necessary if you select the Custom

export option.
File Options Help
LQ < Share your hard disk partitions

Would you like to allow users to share some of their directories?
Allowing this will permit users to simply click on "Share" in kongueror and nautilus.

"Custom" permit a per-user granularity.

No sharing
Allow all users
‘Custom

Ok

Cancel

Figure 9.3. Controlling Exports
Prevents users from sharing data with others.

1. + Nosharing.
All users are alowed to share data with others.

* Allow all users.
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Allowing Users to Share Folders

e Custom. By choosing this option, only users within a specia group (named
fil eshare) will be allowed to share data. If you choose this option, thef i | e-
shar e group will be created and, as alast step, you will be prompted to run User-
Drake in order to add the allowed users to this group (see Section 8, “Managing
Users and Groups’ [114]).

Y ou must now choose which protocol(s) to use for file sharing.

Fle Options Help

| (3 < Share your hard disk partitions

You can export using NFS or SMB. Please select which you would like to use.
SMB: a file sharing system used by Windows, Mac OS X and many modern Linux systems.

NFS: the traditional Unix file sharing system, with less support on Mac and Windows.

Cancel

* SMB. If most of your users use Wi ndows® systems, thisis the preferable pro-
tocol to select.

* NFS. If most of your users use UNIX® systems (such as Linux), this is the
preferable protocol to select.

Once you have checked the appropriate boxes, click on OK. The required packages
will beinstalled, if needed. If you uncheck apreviously checked box, the correspond-
ing service will be stopped.

Lastly, if you have activated the Custom option to allow the usersto sharefol ders, you
are prompted to launch UserDrake. Thereyou can add those userstothef i | eshar e
group (see Section 8, “Managing Users and Groups’ [114]).
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Allowing Users to Share Folders

Users Can Now Share Folders.  Once users are allowed to share data, they can select
the folders to be shared through their preferred file manager .

: If you have just added your own user to the f i | eshar e group, you need to
% logout and back in for the changes to be taken into account.
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Chapter 10. “Security” Section

1. Setting up Rights Delegation

Thistab is used to allow usersto perform tasks normally reserved to the system adminis-
trator (r oot ).

File Options Help

n < Configure authentication for Mandriva tools

%
Configure authentication required to access Mandriva tools

Software Management

Software Management Root password -
Mandriva Update User password ¥
Software Media Manager Root password ¥
Hardware
Configure 3D Desktop effects User password ¥
Graphical Server Configuration User password ¥
Mouse Configuration No password B
Keyboard Configuration No password ¥
UPS Configuration Root password ¥
Network
Network Configuration Root password ¥
Hosts definitions Root password v

Cancel Ok

Figure 10.1. Delegating Rights

This tab presents most of the tools available in the Control Center, and defines the level
of authentication required to launch each of them:

No password
The tool islaunched immediately.

User password
The user password is asked for to make sure heis actually the one using the computer
and launching the configuration tool.

153



Securing your Internet Access via DrakFirewall

Root password
The standard behavior: the administrator password is asked for.

Example 10.1. Allow the Usersto M anage Networ k Connections

With the default security level (High), users are alowed to launch the Network Center
without password (by clicking on the network applet). This allows them to manage their
connections themselves.

2. Securing your Internet Access via DrakFirewall

Thislittletool allowsyou to configurethe basic firewall installed by default
on your machine. It filters connection attempts made from the outside, and blocks unau-
thorized ones. Y ou will have to configure it if you wish to allow incoming connections to
your compuiter, if you host specific services on it such asfile sharing, Web Server, etc.

This Wizard consists of the steps detailed below.
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Choosing Services to be Available from Outside

2.1. Choosing Services to be Available from Outside

Fle Options Help

' < Set up your personal firewall
' < Firewall

Which services would you like to allow the Internet to
connect to?

Everything (no firewall)
Web Server

Domain Name Server
SSH server

FTP server

Mail Server

POP and IMAP Server
Echo request (ping)
BitTorrent

Advanced

Cancel Ok

Figure 10.2. The DrakFirewall Window

Open Up Ports, If Needed.  If checked, uncheck the Everything (no firewall) box,
and then check the boxes corresponding to the services you wish to make available to the
outsideworld. If you wish to authorize aservicewhichisn't listed here, click on Advanced
to manually enter the port numbersto open and to control the logging of firewall messages.

NI~  Opening Unusual Services

;Q: Clicking on Advanced opens a field named Other ports where you can enter
any port to be opened to the outside world. Examples of port specifications are
presented just above the input field: use them asaguide. It's possible to specify
port ranges by using the : syntax such as24300: 24350/ udp.

This Won't Block You from Accessing the Net.  Not checking a service in this list
won't stop you from connecting to the Internet. It will only prevent people fromthe Internet
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Activating Interactive Firewall Feature

connecting to that service on your machine. If you don't plan on hosting any services on
your machine (common case for a desktop machine) just leave all boxes unchecked.

How to DisabletheFirewall.  Onthe other hand if you wish to disable the firewall and
leave all services accessible from the outside, check Everything (no firewall), but please
bear in mind that thisis very insecure, and therefore not recommended.

2.2. Activating Interactive Firewall Feature
Eile Options Help

' < Interactive Firewall

You can be warned when someone accesses to a service or tries to intrude
into your computer.
Please select which network activities should be watched.

Use Interactive Frewall

’ < Set up your personal firewall

Port scan detection
SSH server

Echo request (ping)

Cancel

Figure 10.3. Interactive Firewall Options

Stay Informed of Connections on your Machine. ﬂThe interactive firewall can
warn you of connection attempts on your machine by displaying alert popups through the
network applet. Check the Use Interactive Firewall option to activate this feature. (Refer
to Section 9, “Firewall Black/White Lists, etc.” [97] for more details.)

Port scan detection
Activate this option to be warned of possible malicious attempts to access your ma-
chine.
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Which Interface(s) to Protect

Other entries corresponding to open ports
Next you are shown a checkbox for each port you have chosen to open during the
previous step. Activating them will pop up awarning each time a connection attempt
is made on those ports.

2.3. Which Interface(s) to Protect

The next step consists of selecting the network interface connected to the Internet.

File Options Help

' < Set up your personal firewall

Please select the interfaces that will be protected by the firewall.

All interfaces directly connected to Internet should be selected,
while interfaces connected to a local network may be unselected.

Which interfaces should be protected?

Ethernet: etho
Ethernet: pan0

Figure 10.4. TheInternet Interface

If you don't know which interfaces you have connected for the Internet, you can check
the system network configuration (see Section 2.2, “Network Center: Reconfiguring and
Monitoring Network Interfaces’ [82]). You can finaly click OK to install the required
packages, activate the firewall and enjoy your secure Internet connection.

N o Managing Threats

“é% Consult Section 9, “Firewall Black/White Lists, etc.” [97] to learn how to man-
age threats and how to manage access black and white lists.
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Network Interface and Firewall Failover

3. Network Interface and Firewall Failover

™M
: This tool configures your system so that it can automatically replicate its fire-
wall state to a different machine. In case of failure, it provides a highly available firewall
service for your network. Please note that two firewall machines are needed, both config-

ured similarly.

Internet

al
—
—
_—
|
—
—
—
—

Firewall Master Firewall Slave

LAN / DMZ

LUUDLLLLL

Figure 10.5. Highly Available Firewall
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Network Interface and Firewall Failover

Thefirewall configuration for the master and slave should be similar, or at least have rules
for common services configured identically, so that transparency (at least for those ser-
vices) is achieved. The clients are configured to use the Virtual |P address of the replica-

tion pool.

Firewall replication automatically moves the connection state from the failing firewall to
the replica, providing workstations with an uninterrupted firewall service in atransparent
way. Workstationsdon't loosetheir already established network connectionsto the outside.

Open DrakInvictus choosing Advanced setup for network interfaces and firewall in the
Security section of the Mandriva Control Center. At the top you configure network redun-

dancy and at the bottom you configure firewall replication. Please note that this tool
to be run on each server which is part of the replication pool.

File Options Help
~ -~ < Advanced setup for network interfaces and firewall

This tool allows to set up network
interfaces failover and firewall replication.
Network redundancy (leave empty if interface is not used)
Interface Real address Virtual shared address Virtual ID
etho
pano

Password

Start as master

Firewall replication

iSynchronize firewall conntrack tables:

L]

Synchronization network interface | eth0

Connection mark bit | 30 =
Apply Quit

Figure 10.6. The DraklInvictus Window

has
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Network Redundancy Configuration

3.1. Network Redundancy Configuration

Fill the following fields for the interface corresponding to the network where the other
server (the one providing network redundancy) islocated, for example ethO:

Rea Address
IP address of the interface. Thisisthe physical address of this server on the network.

Virtual shared address
Virtual 1P address shared by both servers. Fill with an unused, fixed, |P address on
the network. Thisisthe address clientswill use astheir Internet gateway. Please note
that this address must be the same in both master and slave servers.

Virtua 1D
Shared identifier number (between 1 and 255). Please note that this ID must be the
same on both master and save servers.

Password
Provide a password to be used by the replicated machines to identify themselves as
being part of the same replication pool.

Start as master
One of the servers must be declared as Master, to allow for proper recovery when the
master returns to service. Check this box to override the default and recommended
setting of having the system arbitrarily decide which server is the Master and which
isthe Slave.

3.2. Firewall Replication Configuration
Check Synchronize firewall conntrack tables to enable firewall replication and select the
following:

Synchronization network interface
Choose the interface connected to the network on which both firewalls communicate.
Please note that thisinterface cannot be the same one as used for network redundancy.

Connection mark hit
Bit number of the connection mark field used for connection tracking, you can leave
it at the default value, 30.

4. Parental Controls

The Parental Controlstool alows you to monitor what children can see and even
place atime-limit restriction to their Internet access. It isaweb content filtering tool which
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Parental Controls

blocks websites which may have offensive or shocking content. Y ou can a so

control what

applications can be run by your children. Y ou can find the tool in the Security section of

the MandrivaLinux Control Center.

The first tie you launch the tool, you are asked whether you wish to activate
control. If you wish so, you have to restart your computer as instructed.

applications

[ Mandriva Linux Control Center 2011.0 [on localhost.localdomain]

File Options Help

‘ Parental Controls

Conﬁguration| Blar Whitelist | Block programs

(=)=

This tool allows to configure parental control.
It can block access to web sites and restrict connection during a specified timeframe.

4 Enable parental control

Main options

d Block all network traffic
Obscenity sensibility ‘ High v |
User access

All users | Add | Allowed users
peter peter
queen |Bemove|

Time control

["] Allow connections only between these times:

| Cancel I Help |

Ok |

Figure 10.7. Parental Controls Main Window

Website filtering is carried out before the siteis opened: if it is evaluated as inappropriate,
it will not be opened and a suitable message appears. Choose your settings in the tool and

click Ok once your satisfied with your settings.

@ If you are requested to install some extra software packages, please accept by

clicking Ok.
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Defining Main Options

4.1. Defining Main Options

N !~  If children areto use your machine, we advise that you create a user account for
S them before setting control options.

Check the Enable parental control box in the Configuration tab to access parental control
Settings.

Then select the level of control in the Control level drop-down list:

e Highisgenerally advised for young children,

* Normal isfor children,

» Low isfor young adults.

By default, all users created on the system are subject to parental control. However, in the
User Access section, you can choose those who won't be under control.

The All userslist displaysthe different user accounts created on the machine. Select users
in the All userslist and click on the Add button to put them in the Allowed users list.
Those users will then be able to access the Internet without restrictions.

4.2. Scheduling a Timeframe

In addition to website filtering, you can define timeframes during which users under
parental control can access the Internet. Check the Allow connections only between these
times box and select the time frame during which access is allowed.

4.3. Using the Blacklist

Y ou can decide to ban certain websites. This can be particularly useful in a professional
environment and especially for network administratorswho wish torestrict I nternet access.

Simply enter the addresses of these websites in the Blacklist tab. Fill in the first field
with the URL of the website in question and click on the Add button. Accept the list by
clicking Ok.

Select aURL inthelist and click Remove from blacklist' to remove it from the blacklist.

4.4. Using the Whitelist

As opposed to blacklisting, you can decide to authorize access to certain websites banned
by the parental control filtering.
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Filtering applications

Simply enter the addresses of these websites in the Whitelist tab. Fill in the first field
with the URL of the website in question and click on the Add button. Accept the list by
clicking Ok.

Select a URL in the list and click on Remove from whitelist' to remove it from the
whitelist.

4.5. Filtering applications

Y ou can decide what applications can be launched or not by a given user. Choose appli-
cations tab and add all applications that should be blocked
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Chapter 11. Boot Device Configuration

1. Configuring the Login Mode

This tool allows a user to be automatically logged into the system at boot
time, without requiring a password to be entered.

File Options Help
E < Set up autologin to automatically log in

Launch the graphical environment when your system starts
No, | do not want autologin

Yes, | want autologin with this (user, desktop)

Default user

4

peter

Default desktop KDE4

-

Cancel

Figure 11.1. Choosing the Login M ode

Here are the available parameters:

Graphical Interface
If you wish to have the X Window System (graphical display) started at boot time,
check the Launch the graphical environment when your system starts box. If you leave
it unchecked, the text login will be displayed and you will need to start the graphical
environment manually.
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Changing your Boot-up Configuration

Autologin
If you're the only person using your machine and nobody else has access to it, you
may choose to be automatically logged in at boot time.
1. Selectthe Yes, | want to autologin with this (user, desktop) option.

2.  Choosethe user you want to belogged on automatically inthe Default user pull-
down menu.

3. Choose the preferred Default desktop in the pull-down menu.

2. Changing your Boot-up Configuration

This tool alows you to configure how your system boots and which boot
options are available.

&. Unless you are an expert, it's not recommended that you change these settings

asit may prevent you from booting your machine the next time you try to power
it up.
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Configuring the Bootloader

File Options Help

m < Set up boot system

s Bootloader

Bootloader to use GRUB with graphical menu

4l

Boot device fdev/sda (ATA VMware Virtual 1)

-

* Main options
Delay before booting default image 10
Enable ACPI

Advanced

Cancel

Figure 11.2. Choosing the Boot M ode and Main Options

2.1. Configuring the Bootloader
Y ou can choose between the GRUB and L 1L O bootloaders. Either one allows you to boot
Mandriva Linux, it's just a question of taste.

Unlessyou really do know what you're doing, you shouldn't change the default Boot device
shown, because that's where the bootloader installsitself. If more than one OSisinstalled
on your machine, it's agood ideato delay booting the default OS by at least 5 seconds so
that you can easily select which one to boot.

The dialog finally shows a few options which can be useful depending on your specific
hardware.

Enable ACPI
Thisoption providesbetter power management support if your hardwareis ACPI com-
patible. ACPI is often needed for newer computers which no longer support APM.

Click on Advanced to select extra options:
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Managing Boot Entries

Enable APIC
The |O-APIC [http://www.wlug.org.nz/APIC] is only really useful for multi-proces-
sor systems for sending interrupts to the various processors, instead of sending them
to only one processor.

Enable Local APIC
The local APIC can be used by Linux to program interrupts to wake up threads. On
multi-processor machines, it can be used to send interrupts to another processor.

These APIC features are known to cause problems on some computers. These prob-
lems can cause system freezes or incorrect device detection. So you may need to de-
activate them by removing the check from the corresponding boxes.

Clean /tmp at each boot
This option allows you to wipe the contents of the / t np directory. For instance, it
could contain some files you downloaded from the Internet.

Precise RAM sizeif needed (found XXX MB)
Use this option to tell Linux how much RAM your machine possesses, if the amount
found differs to what your system actually has, or should this prove to be an issue at
boot time.

2.2. Managing Boot Entries

After clicking Next, the list of available entries at boot time is displayed. The default
entry ismarked by astar (* ): it correspondsto the one activated if you don't take any action
after afew seconds.

To changethedefault entry, check the Default check-box inthe Modify dialog. Tochange
order in menu, click on up or down arrows to move items.

3. Display Manager Setup

DrakeDM is atool that allows you to choose the graphical display manager
userd to log onto the machine. Basically, al display managers offer the same features,
it's only a question of taste. You can find it in the Boot section of the Mandriva Linux
Control Center.
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Chapter 12. Coexisting with
Other Operating Systems

If you plan on using Windows ® as well as Linux by dual-booting (being able to access
either system on the same computer), please note that it is easier to install Windows ®
before Linux. If Windows® isal ready set up on your system, and you have never installed
Linux before, DrakX — Mandriva Linux's installation program — will have to re-size
your Wi ndows® partition. Thisoperation can be harmful to your data. Therefore, you must
perform the following steps before proceeding:

1

Run chkdsk on your Windows ® computer (also called scandisk on some non-
NT systems, such as Windows ® 9x). The resizing program can detect some obvious
errors, but chkdsk is better suited for this task. Refer to the chkdsk documentation
for more information on the different optionsit has.

Before using chkdsk make sure your screen saver and any other program

@ that might write to the hard disk isturned off. To obtain even better results,
you should run chkdsk from Windows ®'5 “Safe Mode”, though it will
take longer.

For maximum data security, aso run defrag on your partition if you use Windows
® gx L. This further reduces the risk of data loss. Thisisn't mandatory, but it's highly
recommended. Doing so will make the resizing process much faster and easier.

The ultimate insurance against problems is to always back up your data! Of course,
you should back up your data on another computer, upload your back-ups onto the
web, on afriend's computer, etc. Do not back it up onto the computer on which you
want to install Linux.
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Chapter 13. Before Installation

This chapter coversissues which should be addressed before you start your new Mandriva
Linux installation. Make sure you read it completely since it will save you alot of time.
Also back up your data (on a different disk to the one you will install the system into) and
plug in and turn on al your external devices (keyboard, mouse, printer, scanner, etc.).

1. Configuring your BIOS

The BIOS (Basic Input/Output System) is used to find the device on which the operating
system is located and startsit up. It's also used for the initial hardware configuration and
low-level hardware access.

The appearance of plug'n'play devices and their widespread use means that all modern
BI1OSes can initialize these devices. In order for Linux to recognize plug'n'play devices,
your BIOS must be configured to initialize them.

Changing your BIOS' settingsis usually performed by holding down the Del key (some
BIOSes may use the F1, F2, F10 or Esc keys instead) right after the computer is
switched on. Unfortunately, there are so many types of BIOSes, you will need to look for
the appropriate option yourself. It's often called PNP OS installed (or Plug'n'Play OS
installed ). Set this option to No and the BIOS will then initialize any plug'n'play devices,
which helps Linux to recognize them.

Look for Boot sequence or First boot device in the BIOS features setup, and set the CD-
ROM as thefirst boot device.

surethe parallel port modeis set to ECP+EPP (or at least to one of ECP or EPP)
and not to SPP, unless you have areally old printer. If the parallel port is not
set thisway you might still be ableto print, but your printer will not be detected
automatically and you will have to configure it manually. Also make sure the
printer is properly connected to your machine and powered on beforehand.

% If you want to use a parallel printer connected locally to your machine, make

2. Supported Hardware

MandrivaLinux can handle alarge number of hardware devices, and thelistisfar too long
to be quoted exhaustively. You may consult an up-to-date list of supported hardware on
the Mandriva Linux Hardware Database [ http://www.mandriva.com/hardware] web site.

. Legal Disclaimer: TheMandrivaLinux Hardware Database containsinforma
A tion about hardware devices which have been tested and/or have been reported
to function properly with Mandriva Linux. Due to the wide variety of system
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Supported Hardware

configurations, Mandriva cannot guarantee that a specific device will work cor-
rectly on your system.

Support for USB 1.x and USB 2.0 isnhow extensive. Most peripheralsare fully supported.
Y ou can obtain the list of supported hardware on the Linux-USB device overview [http://
www.gbik.ch/usb/devices/] site. Relevant information can also befound onthe Linux USB
[http://lwww.linux-ush.org] web site.
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Chapter 14. Installation with DrakX

1. The Mandriva Linux Installer

With the DrakX installation program, it doesn't matter whether you're anewbie or a Linux
guru. Thejob of DrakX isto provideyou with asmoothinstallation and an easy transitionto
MandrivaLinux'slatest version. DrakX also detects existing Wi ndows® and Linux installs
and adds boot menu entries for them, so you can start either operating system.

N o Make surethat all your hardwareis connected to your computer and powered on

;95 during the installation. Printers, modems, scanners and joysticks are just a few
examples of peripherals which DrakX can automatically detect and configure
as Mandriva Linux is being installed.

Procedure 14.1. Begin I nstallation

1. Place your ingtallation CD or DVD into the reader and reboot your machine. The
installer will start automatically.

2. Press any keyboard key (except Enter[) when you see Mandriva's welcome screen
appear . A list of possible actionsis offered, and if you do nothing, the selected action
is carried out when the timer expires.

3. Pressthe F2 key to have all options displayed in your language. Simply select your
language by using the up and down arrow keys, then press Enter|.

NI o If Something Goes Wild

> If the default procedure does not work for you, read Section 1.2, “ Startup Op-
tions’ [176].

1.1. The Installation Process

When the installer starts, you see a nice graphical interface (see Figure 14.1, “Choosing
the Default Language” [176]). On the left are the various installation steps, the current
oneis highlighted. The installation occursin two phases: installation, then configuration.
Steps and Substeps.  Each step may present various screens. You can surf between
those screens with the Next and Previous buttons. Additionally an Advanced button
may be availableto show more advanced configuration options. Note that most of thelatter
should only be used by expert users. But there's no harm in looking at them!

NI~  The Help button displays explanations about the current installation step.
A
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Startup Options

1.2. Startup Options

If something goes wrong during the first installation attempt, boot from the installation
medium again, and depending on your problem, try one of the Fx options at the bottom of

the screen. Select an option and press F1 to get more information about what that specific

option does.

Boot Options.  Thisline contains the options passed on to the kernel that will be used
for the selected action. Most machines don't require specific kernel options.

2. Choosing your Language

The first step is to choose your preferred language. If you have already changed the lan-
guage at the CD or DV D boot splash screen and don't need to install additional languages,
you can safely move to the next step.

; PLEASE CHOOSE A LANGUAGE TO USE
(%*Mandriva
Asia
Powerpack 2011 |G
Europe
America
Avafie'é
English (British})
Li English (American)
Partitioning English (Canada)
Installing Espafiol
Esperanto
Frangais
Kalaallisut
Portugués do Brasil
Runa Simi
A o®ND¢
Oceania/Pacific
L3
Multi languages
Help N

Figure 14.1. Choosing the Default Language
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Choosing your Language

Open the tree representing the continent you are located in, then choose your language.
Y our language choice will affect the installer, the documentation, and the system in gen-
eral.

Multi-Language System.  Use the list accessible through Multi languages to select
other languages to be installed on your system, thereby installing the language-specific
files for system documentation and applications (tranglations, fonts, spell checkers, etc.)
For example, if Spanish friends are to use your machine, select English as the default
language in the tree view and Espariol in the list view. Y ou may choose several, or even
install them al by selecting the All languages option. Make sure you select all languages
which are likely to be useful on the machine now, once the system isinstalled it may be
difficult to configure support for languages not chosen at install time.

% UTF-8 (Unicode) Support

Unicodeis acharacter encoding intended to cover all existing languages and al-
phabets, and MandrivaLinux usesit by default. However, if you have previously
noticed problemswith it for your language, you can resort to your language-spe-
cific encoding by selecting the Old compatibility (non UTF-8) encoding option.

Switching from one L anguage to Another

AL
=93 | | | N
To switch between the various languages installed on your system once it is

installed, go to the main menu and openthe Tools — Regional Settings entry.
To change the language used by the entire system, use the Control Center.
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License Terms of the Distribution

3. License Terms of the Distribution

LICENSE AGREEMENT

L* Mandriva

Introduction

The operating system and the different components available in the Mandriva

Powerpack 2011 Linux distribution shall be called the "Software Products" hereafter. The Software
Products include, but are net restricted to, the set of pregrams, methods, rules

and documentation related to the operating system and the different components

of the Mandriva Linux distribution, and any applications distributed with these

products provided by Mandriva's licensors or suppliers.

1. License Agreement

Please read this document carefully. This document is a license agreement
between you and Mandriva S.A. which applies to the Software Products. By
installing, duplicating or using any of the Software Products in any manner, you
explicitly accept and fully agree to conform to the terms and conditions of this
License. If you disagree with any pertion of the License, you are not allowed to
install, duplicate or use the Software Products, Any attempt to install, duplicate or
use the Software Products in @ manner which does not comply with the terms and
conditions of this License is void and will terminate your rights under this License.
Upon termination of the License, you must immediately destroy all copies of the
Software Products.

-

Release Motes

Help Quit

Before continuing, you should carefully read the terms of the license. It covers the entire
MandrivaLinux distribution. If you agree with all thetermsit contains, select Accept and
click Next. If not, clicking on Quit reboots your computer.

L. Release Notes

é% If you are curious about any technical changes which have occurred in the dis-
tribution since the last release, you can click on Release Notes .

4. Configuring your Keyboard

This step is activated only if your language settings match more than one keyboard. Oth-
erwise your keyboard is automatically selected.
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Configuring your Keyboard

KEYBOARD

(,*"'Mandriva

Powerpack 2011

Please choose your keyboard layout
Dvorak (US)
1500995-3 (US keyboard with 3 levels per key)
& US keyboard
US keyboard (international)

More
ning

Installing

Help

Depending on the language you choose (see Section 2, “Choosing your Lan-
guage’ [176]), DrakX automatically selects a particular type of keyboard configuration.
Verify that the selection suits you or choose another keyboard layout.

MoreKeyboards. Click on Moreto display thelist of all supported keyboards, if your
keyboard is not in the first list.

Non Latin Alphabets.  If you choose a keyboard layout based on a hon-L atin al phabet,
the next dialog allows you to choose the key binding which can switch the keyboard be-
tween the Latin and non-Latin layouts.
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5. Where to Install Mandriva on your Hard Disk

PARTITIOMING

(..**'Mandriva

Here is the content of your disk drive | ATA WBOX HARDDISK (8GB) -

DNEEESEMN  xrs | Swsp [ Windows |  Other Empty

The DrakX Partitioning wizard feund the following seolutions:
4 Use existing partitions

Erase and use entire disk

Custom disk partitioning

Summary
Exit

Help MNext

Y ou now have to decide where you will install Mandriva Linux on your hard drive. Y our
hard drive needs to be partitioned which means it must be logically divided in order to
create the required space for your new Mandriva Linux system.

Because the process of partitioning ahard driveisusually irreversible and can lead to data

loss, it can be intimidating and stressful for the inexperienced user. Fortunately, DrakX
includes a wizard which simplifies this process. Before continuing with this step, read
through the rest of this section and above all, take your time.

DrakX will represent your disks and theway they are already partitionned. Y ouwill beable
to see Mandriva Linux previous partitions but also Microsoft Windows® one. Depending
on the configuration of your hard drive, several options are available:

Use free space

This option performs an automatic partitioning of any blank areas of your drive. If
you use this option there will be no further prompts.
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Where to Install Mandriva on your Hard Disk

Use existing partitions
The wizard has detected one or more existing Linux partitions on your hard drive.
If you want to use them, choose this option. Then choose the mount points to be as-
sociated with each of the partitions. The legacy mount points are selected by default,
and for the most part it's a good idea to keep them. Then choose the partitions to be
formatted or preserved.

Erase and use entire disk
Choosethisoption to delete all existing dataand partitions present on your hard drive.
Y ou won't be able to undo this operation after you confirm.

&. If you choose this option, all data on your disk will be deleted.

Remove Microsoft Windows®
This option appears when the hard drive is entirely taken by Windows ®_ Choosi ng
this option simply erases the entire drive, partitioning everything from scratch.

&. If you choose this option, all data on your disk will be lost.

Use the free space on a Microsoft Windows® partition

If Windows ® isinstalled on your hard drive, you might have to create free space for
Linux. To do so, you can either delete your Windows ® partition and data (see the
“Erase and use entire disk” solution) or resize your FAT or NTFS partitions. Resizing
can be performed without the loss of any data, provided you have previously defrag-
mented the Windows ® partition. Backing up your data is strongly recommended. Us-
ing thisoption isrecommended if you want to use both Mandriva Linux and Windows
® on the same computer.

Before choosing this option, please understand that after this procedure, the size of
your Windows ® partition will be smaller than when you started, which means you
will have less free space to store your data or to install new software.

Custom disk partitioning
Choose this option to manually partition your hard drive. Be careful: it's a power-
ful but dangerous choice and you can very easily lose all your data. This option is
only recommended if you have performed custom disk partitioning before, and have
enough Linux experience. For more instructions on how to use the DiskDrake utility,
refer to Section 1, “Managing your Hard Drive Partitions with DiskDrake” [143].
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Choosing Mount Points

6. Choosing Mount Points
This step only shows if you have chosen to reuse existing Linux partitions.

Listed here are the existing Linux partitions detected on your hard drive, with the corre-
sponding associated mount points. If you are unsure, keep the automatic settings.

Each partition is listed as follows: “Name” (“Capacity”, “Detected mount point”, “File
System Type”).
6.1. Manual Choice

If for any reason the mount points are not detected or if you make changes, you must at
least definea root partition (/). Do not choose too small a partition or you will not be
ableto install enough software. If you want to store your data on a separate partition, you
will also need to definea/ hormre partition (only possible if you have more than one Linux
partition available).

6.2. Partition Naming

A partition name (for example sdal) is made up of three parts: “hard drive type”, “hard

drive number”, “ partition number”.

7. Choose the Partitions to Format

@ This step is only available if you choose to reuse existing Linux partitions.
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Choose the Partitions to Format

FORMATTING

(,*"'Mandriva

Powerpack 2011

Choose the partitiens you want te format

| sdal (7.1GB, /, extd)

Advanced

Help Previous

Y ou may wish to reformat some of your legacy Linux partitions and to erase any datathey
contain. To do so, please select those partitions as well.

Please note that you don't have to reformat all pre-existing partitions. Y ou must reformat
the partitions containing the operating system (such as/, / usr and/ var) but not the
partitions containing data you wish to keep (typicaly, / hone).

Please be careful when selecting partitions. After the formatting is completed, all data on
the selected partitions is deleted and you won't be able to recover it.
¢ Click on Next once you've selected the partitions to format.

e Clickon Previous if youwant to choose another partition for your new MandrivaLinux
operating system installation.

e Click on Advanced if you want to check for partitions with bad blocks on the disk.
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8. Package Selection

We now enter the software package installation itself. It consists of selecting the installa-
tion media and the packages to be installed.

8.1. Choosing the Installation Media

Select Available CDs.  If you are doing an installation from a CD, you are first asked
to select the CDs you actualy have available.

Copy whole CDs. You are also given the option to copy al packages on to your hard
drive. This will probably speed up installation and will ease later package installation as
all packages will aready be available on your hard disk.

8.2. Choosing Package Groups to Install

@ Thiswindow is activated only if you choose the Custom install in the previous
: step.

PACKAGE GROUP SELECTION

(.*”Mandriva

Workstation

Office Workstation

Powerpack 2011

Multimedia station

- Network Computer (client)
/| Console Tools

Documentation

Web/FTP
Database
Netwerk Computer server
+ Graphical Environment
/| KDE Workstation
LXDE Desktop

Individual package selection
Total size: 4107 / 6357 MB

Help
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| Internet station
| Configuration

Development

LSB

Mail
Firewall/Router

3

GMNOME 2,32
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Minimal Installation

It's now time to specify which applications you want to install on your system. There are
thousands of packages available for Mandriva Linux, and to make it ssmpler to manage,
they have been placed into groups of similar applications.

Mandriva Linux further sorts package groups into general categories. You can mix and
match applicationsfrom the various categories, so a Workstation installation can till have
applications from the Server category installed.

1. Workstation: if you plan on using your machine as aworkstation, select one or more of
the groupsin this category. The specia LSB group will configure your system so that it
complies as much as possible with the Linux Standard Base Project [http://www.linux-
foundation.org/en/L SB] specifications.

2. Server: if your machine is intended to be a server, select which of the most common
services you wish to install on your machine.

3. Graphical Environment: thisis where you can choose your preferred graphical envi-
ronment. Y ou must select at least oneif you want to have agraphical interface avail able.

NI o Moving the mouse cursor over a group name displays a short explanatory text
AN about that group.

Select Individual Applications.  You can check the Individual package selection box,
which isuseful if you are familiar with the packages being offered, or if you wish to have
total control over what will be installed.

Upgrade Applications Only.  If you start the installation in Upgrade mode, you can
deselect all groups and prevent the installation of any new packages. This is useful for
repairing or updating an existing system.

8.3. Minimal Installation
If you deselect all groups when performing a regular installation (as opposed to an up-

grade), a new dialog is displayed after pressing Next, suggesting different options for a
minimal installation:

«  With X: installs the minimum number of packages possible to have aworking graphical
desktop.

¢ With basic documentation: installs the base system plus basic utilities and their docu-
mentation. Thisinstallation is suitable for setting up a server.

e Truly minimal install : installs the absolute minimum number of packages necessary to
get aworking Linux system. With this installation, you will only have a command-line
interface.
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Choosing Individual Packagesto Install

8.4. Choosing Individual Packages to Install

SOFTWARE MANAGEMENT

(#*Mandriva
Choose the packages you want to install

Powerpack 2011 Server

Workstation
Graphical Environment
KDE Workstatien

<€ L L €

amarok v
ark v
audacity
avidemux-qt v
=
clementine ¥
dasher v
deraw v

Info

MName: bootsplash T
\ersion: 3.3.3-3

Size: 51 KB
Importance: must have

Total size: 4077 / 6357 MB

- Show automatically selected packages

Help 4 Previous Install

If you choose to select which packages to install, the installer presents a tree structure
containing all packages classified by groups and subgroups. While browsing the tree, you
can select entire groups, subgroups, or individual packages.

PackageDescription.  Whenever you select a package on thetree, adescription appears
to let you know the purpose of that package.

Server Applications

If aserver package has been selected, either because you specifically chose the
individual package or because it was part of agroup of packages, you are asked
to confirm that you really want those server packagesto beinstalled. By default
Mandriva Linux will automatically start any installed services (servers) at boot
time. Evenif they are safe and have no known issues at the time the distribution
was shipped, it isentirely possible that security holes were discovered after this
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User Management

version of Mandriva Linux was finalized. If you don't know what a particular
service is supposed to do or why it's being installed, then click No.

Dependencies Between Packages.  Uncheck the Show automatically selected pack-
ages option to disable the information dial og that appears whenever the installer automat-
ically selects a package to resolve a dependency issue. Some packages depend on others
and the installation of one particular package may require the installation of others. The
installer can determine which packages are required to satisfy a dependency, and to suc-
cessfully complete the installation.

Load/Savethe List of Packages.  The little floppy disk icon at the bottom of the list
alowsyouto load or savethe packagelist. Thisisuseful if you have anumber of machines
that you want to configure identically. Click on thisicon and select whether you wish to
Load or Save the package list, then select the medium in the following screen and click
on OK.

9. User Management

USER MAMNAGEMENT

O%*Mandriva
» Set administrator (root) password

POWerpack 2011 Password

Password (again)

* Enter a user

Partit g*®
EE T

lcon

Real name

4

Login name

Password

Password (again)

Help Next
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Administrator (root) Password

9.1. Administrator (root) Password

The Root Password is Key to Your System Security.  Ther oot user isthe system
administrator and isthe only user authorized to make updates, add users, changethe overall
system configuration, and so on. In short, r oot can do everything! That's why you must
choose a password which is difficult to guess: DrakX tells you if the password you chose
is too simple. Depending on the security level you chose, you're not forced to enter a
password, but we strongly encourage you to do so. Linux isjust asproneto operator error as
any other operating system. Sincer oot can overcome al limitations and unintentionally
erase al data on partitions by carelessly accessing the partitions themselves, becoming
r oot must be difficult.

ChoosetheRight Password.  The password should be amixture of alphanumeric char-
actersand its minimum length will vary according to the chosen security level. Never write
down r oot 's password — it makesit far too easy to compromise your system. However,
don't make the password too long or too complicated because you must be able to remem-
ber it too!

N !~  Check your password is secure enough
: ;% User management application can help you to check your password is strong
enough. In password field, you will see anicon coming asyou are entering your
i

password. The 1 icon means your password is much too weak and could
i
be broken in a few seconds. The (] icon means your password is rather

secure but you could have amuch better one. Finally the tl icon means your
password is really secure, you should not have any problem using it.

Enter the Password, Twice.  The password won't be displayed on screen as you type
it. To reduce the chance of ablind typing error you have to enter the password twice.

9.2. Enter a User

CreateaUser. Youarefirst asked for areal name. DrakX usesthe first word you type
inthisfield and copiesit, al inlowercase, to the Login name field, which isthe namethis
user must enter to log on to the system. Then enter a password, twice (for confirmation).
From a security point of view, a non-privileged (regular) user's password isn't as crucial
asther oot password, but that's no reason to neglect it by making it too smple: after all,
your files could be the ones at risk.
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Linux isa Secure Multi-User System. Y ou can add other users. Refer to Section 12,
“Checking Miscellaneous Parameters’ [191]. Each user may have his own preferences,
files and so on. But unlike the system administrator called r oot , the user you create at
this point is not authorized to change anything except its own files and configurations,
protecting the system from unintentional or malicious changes which could have a serious
impact.

NI o More optionsfor usersaccounts

wé% Clicking on Advanced allowsyou to change the default shell for that user (bash
by default), and to manually choose the user and group IDs for that user.

By default, new installation of Mandriva Linux comes with a guest account
(Refer to Section 8, “Managing Users and Groups” [114]. Y ou can disableit by
unchecking Guest account enabled.

10. Network Access Configuration

Y ou are now offered to configure your Internet access. Simply choose the default connec-
tion type you wish to use with your system, and follow the instructions.
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Graphical Interface Configuration

MNETWORK & INTERMET COMFIGURATION

(.*"Mandriva

Powerpack 2011

Choose the connection you want to configure

L
Satellite (DVB)
Cable modem
DsL
ISDN
wireless (Wi-Fi)
GPRS/Edge[3G
Bluetooth Dial Up Networking
Analog telephone modem (POTS)

Eootloader
sSumrr

Previous Mext

For more information about how to configure your network, see Section 2, “Network and
Internet Connection Management” [75].
11. Graphical Interface Configuration

If the installer was not able to automatically configure your graphical display, this step
allows you to do so manualy. Simply follow the instructions, choosing the appropriate
configuration corresponding to your hardware.
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Checking Miscellaneous Parameters

12. Checking Miscellaneous Parameters

12.1. Summary

SUMMARY

(.**'Mandriva
*» System

Powerpack 2011 Timezone - America/New_York | Configure
Country / Region - United States | Configure

Bootloader - grub-graphic on fdev/sda | Configure
User management | Configure

Services - 32 activated for 39 registered | Configure

» Hardware
Keyboard - French | Configure
Mouse - Universal Any PS/2 & USE mice | Configure
Sound card - Intel Corporation|82801AA AC'97 Audio Controller | Configure

Graphical interface - Autematic | Configure

* Network & Internet
Metwork - ethernet  [Configure

Proxies - not configured | Configure

» Security

Saruritv | aval o Standard Canfirnra

Help Next

As areview, DrakX presents a summary of information it gathered about your system.
Depending on the hardware installed on your machine, you may have some or all of the
following entries. Each entry is made up of the hardware item to be configured, followed
by a quick summary of the current configuration. Click on the corresponding Configure
button to make any changes.

* Timezone: by default, DrakX deduces your time zone based on the country you have
chosen. You can click on the Configure button if thisis not correct. See Section 12.2,
“Time Zone Options” [193].

e Country / Region: check the current country selection. If you're not in the country
selected by DrakX, click on the Configure button and choose the correct one. If your
country isn'tinthedisplayedlist, click on Other Countries to get acomplete country list.
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Summary

Bootloader: to change your bootloader configuration. This should be reserved to ad-
vanced users. Refer to the printed documentation or the in-line help about bootloader
configuration in the Mandriva Linux Control Center.

User Management: you can add other users for example, for each of your friends, your
father, your sister, etc. Click on Configure then enter a user name and a password as
you did in previous steps.

Linux is asecure multi-user system. Each user may have his own preferences, files and
so on. But unlike the system administrator called r oot , the user you create at this point
is not authorized to change anything except its own files and configurations, protecting
the system from unintentional or malicious changes which could have a serious impact
onit.

Services: with this entry you can fine tune which services are run on your machine. If
you plan to use this machine as a server it's agood idea to review this setup.

Keyboard: check the current keyboard mapping configuration and change it if neces-
sary.

Mouse: verify the current mouse configuration and change it if necessary.

Sound card: if a sound card is detected on your system, it is displayed here. If you
notice the sound card isn't the one actually present on your system, you can click on the
button and choose a different driver.

Graphical Interface: by default, DrakX configures your graphical interface with ares-
olution that best matches your video card and monitor combination. If that doesn't suit
you, or DrakX could not automatically configureit (not configured is displayed), click
on Configure to reconfigure your graphical interface. You can click on Help from
within the configuration wizard to benefit from full in-line help.

Network: if you wish to configure your Internet or local network access, you can do
so from here. Refer to the printed documentation or use the Mandriva Linux Control
Center after the installation has finished to benefit from full in-line help.

Proxies: allowsyou to configure HTTP and FTP proxy addressesif the machine you're
installing on is to be located behind a proxy server.

Security Level : this entry allows you to define the security level. Asarule of thumb,
the security level should be set higher if the machineisto contain crucial data, or if it'sto
be directly exposed to the Internet, or hosting many users. The trade-off isthat a higher
security level is generally obtained at the expense of ease of use.

If you do not know what to choose, read the descriptions, or keep the default option. You
will beableto changeit later with thedraksectool inthe MandrivaLinux Control Center.
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Time Zone Options

Fill the Security Administrator field with the e-mail address of the person responsible
for security. Security-related messages will be sent to that address.

« Firewall: if you plan to connect your machineto the Internet, it'sagood ideato protect
yourself from intrusions by setting up a firewall. Consult the corresponding chapter of
the Sarter Guide Section 2, “Securing your Internet Access via DrakFirewall” [154]
for details about firewall settings.

12.2. Time Zone Options

This setup allows you to refine the time zone you are currently located in. After you've
chosen the location nearest to your time zone, two more options for time management are
shown.

Date, Clock & Time Zone Settings
Linux manages time in UTC (Coordinated Universal Time) and tranglates it to local
time according to the time zone you selected. If the machine also hosts another oper-
ating system that doesn't handle time the same way, it's better to select the hardware
clock set to local time option.

NTP Server
If you check the Automatic time synchronization option the system clock will be
regulated automatically by connecting to aremote time server on the Internet. For this
feature to work, you must have a working Internet connection. We recommend that
you choose atime server located near you or the default All servers entry which will
select the best server for you. This option actualy installs atime server which can be
used by other machines on your local network aswell.
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Configuring X, the Graphical Server

12.3. Configuring X, the Graphical Server

MONITOR

(.**'Mandriva

Powerpack 2011

Choose a monitor

Custom
Plug'n Play
vendor

Generic

1024x768 @ 70 Hz
1280x1024 @ 60 Hz
1280x1024 @ 74 Hz
1280x1024 @ 76 Hz
1400x1050
1600x1200 @ 70 Hz
1600x1200 @ 76 Hz
640x480 @ 60 Hz
800x600 @ 56 Hz
800x600 @ 60 Hz
Flat Panel 1024x600
Flat Panel 1024x768
Flat Panel 1280x1024

Flat Meawmal 1a0n.T0

Help Previous MNext

X (for X Window System) is the heart of the Linux graphical interface on which all the
graphical environments (KDE, GNOME, AfterStep, WindowMaker, etc.) bundled with
Mandriva Linux rely on.

Graphic Card
If everything works fine, the installer should detect and configure the video card in-
stalled on your machine. If the detection or configuration isincorrect, you can choose
the card installed on your system from alist.

Monitor
If the installer fails to detect or configure your monitor properly, you can choose the
monitor which is connected to your computer from the displayed list.

Resolution
Here you can choose the resolution and color depth from those available for your
graphics hardware. Choose the one which best suits your needs (you will be able to
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Configuring X, the Graphical Server

make changes after the installation). A sample of the chosen configuration is shown
in the monitor picture.

Test

% This entry may not appear if your hardware does not allow testing.

The system tries to open a graphical screen at the desired resolution. If you see the
test message during the test and answer Yes, then DrakX will proceed to the next
step. If you don't seeit, it means that some part of the auto-detected configuration was
incorrect and the test automatically ends after a few seconds and returns you to the
menu. Change settings until you get a correct graphical display.

Options

Graphic card options
Depending on your hardware capabilities, you can choose to activate or disable
specific features such as acceleration or special visual effects (transparency).

Graphical interface at startup
Thisoption allowsyou to choose whether you want your machineto automatically
switch to a graphical interface at boot. Obviously, you may want to untick the
box if your machineisto act as a server, or if you were not successful in getting
the display configured.
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It's All Done!

13. It's All Donel!

] COMGRATULATIONS
L* Mandriva

Congratulations, installation is complete. Remove the boot media and press Enter to
reboot.

Powerpack 2011

For information on fixes which are available for this release of Mandriva Linux, consult
the Errata available from:

http:jfwww.mandriva.com/enfsecurityfadvisories

Information on configuring your system is available in the post install chapter of the
oOfficial Mandriva Linux User's Guide.

Thereyou are. Theinstallation is now complete and your Linux system isready to be used.
Just click on Reboot! to restart the system. Remember to remove the installation media.
Thefirst thing you should see, after your computer has finished doing its hardwaretests, is
the bootloader menu, which allows you to choose between the OSes your system can boot.

14. How to Uninstall Linux

. Removing partitions on your hard drive will inevitably result in the loss of all
& data stored on those partitions. Please make sure you've backed up all of the

data you want to keep before proceeding.

If for any reason you want to uninstall Mandriva Linux, you can do so. The process of
uninstalling Mandriva Linux is done in two steps:
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How to Uninstall Linux

1. a Todoso, reboot your computer with theinstallation CD or DVD (see Section 1,
“The MandrivaLinux Installer” [175]).

b. Choosethe Rescue System option.

c. Inthenew menuthat appears, choose the Restore Windows Boot L oader option,
then press Enter| to write the MBR with aWindows® one.

2.  These are usualy partitions hosting ext3 file systems and the Swap partition. You
can also replace them with a single partition using fdisk.
a.  Still in rescue mode, select option Go to console.

b. Runfdisk /dev/sda (if the hard disk containing MandrivaLinux isother than the
1% disk, change/ dev/ sda accordingly).

c. Usethep command to display partition information, and then use the d com-
mand to delete all unneeded partitions.

d. If you want to create a single partition, use the ¢ command, specify 1 as the
partition number, make it use al of the space available, and when asked for the
partitiontype, usethe L command to list the supported partition typesand choose
the one for the OS you plan to install later.

Some examples:

« ¢ for aFAT32 (Windows® 9x) partition
« 7 for aNTFS (Windows® NT/ Windows® 2000/ XP/ Windows Vista®) par-
tition,
« 83 for aLinux partition.
e. Finaly use the wcommand to write changes back to disk.
3. Oncethisisdone, just reset or shutdown the machine using the corresponding buttons.
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Chapter 15. Introduction

to the Command Line

Even if using graphical applications is very comfortable and easy for most people, the
command lineis a very powerful interface to interact with your system. The shell's main
asset is the number of existing utilities: there are thousands of them, and each utility is
devoted to a particular task. We look at avery small number of these utilities hoping that
you will feel more comfortable interacting with your system through the command line.

__~ Choose Tools — Konsole Terminal ' from the main menu to get a terminal win-
dow to have access to the command line. By default you will be “inside” your personal
directory, named after your user name: / horre/ your _user _narne.

1. File Manipulation

All your datais contained within files: office documents, songs, movies, etc. We present
some commands to organize and manage those files.

1.1. List the Contents of a Directory
Is(LiS) is equivalent to the DOS command dir. Its syntax is as follows:

I's <directory>
The most common options are:
* - R recursively list the contents of the directory and all its subdirectories. Please note

that before displaying a directory's contents the name of the directory itself is shown.

e -] :usealong listing format. Details about the file such as the file's type, permissions,
owner and size are displayed.

« - a: show also hiddenfiles. InUNIX ® systems, al fileswhose names start with aperiod
(. ) are hidden. Use this option to show such files when listing a directory. If you don't
want the current directory and its parent (namely, . and . . ) to be displayed use the -
A option instead.

Some examples:

e Is-IA tmp/movies /tmp/images: list the contents of both the novi es and i mages
directories inside the / t np directory, displaying file details and hidden files, but not
displayingthe. and. . entriesfor each directory;
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» Is-R ~/: display, recursively, all the files and directories you have inside your personal
directory.

1.2. Copy

cp (CoPy) is equivalent to the DOS commands copy and xcopy but has more options.
Its syntax is as follows:

cp <file|directory> [file|ldirectory -..] <destination>
The most common options are:

* - R recursive copy; mandatory for copying adirectory, even an empty directory.

» - f: replaces any existing files without requesting confirmation. Use with care.

e - a:archivemode, preservesall fileattributes on the copy and performsarecursive copy.
» -Vv: verbose mode, displays al actions performed by cp.

Some examples:

« cp -f tmp/images* images/: copies al filesinthe/t np/ i mages directory to the
i mages directory located in the current directory. It doesn't request confirmation if a
fileis going to be overwritten.

» ¢p -VR docd /shared/mp3s/* mystuff/: copiesthewholedocs directory, plusal files
inthe/ shar ed/ np3s directory tothemnyst uf f directory, displaying all actions per-
formed.

» cp foo bar: makes a copy of thef oo file with the name bar in the current directory.

1.3. Move

mv (MoVe) is equivalent to the DOS command move. Its syntax is as follows:
nv <file|ldirectory> [file|directory...] <destination>

Note that when you move multiple files the destination must be a directory. To rename a
file you smply move it to the new name.

The most common options are:

» - f: forcesthe operation. No warnings are given if an existing file is to be overwritten.
Use with care.

e -Vv: verbose mode, reports al changes and activity.
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Some examples:
e mv /tmp/picg*.png .: move dl filesin the/ t np/ pi cs directory whose names end
with . png to the current directory.

e mv foo bar: renamefilef oo to bar . If abar directory already existed, the effect of
this command would be to move file f oo or the whole directory (the directory itself
plusal filesand directoriesin it, recursively) into the bar directory.

« mv -vf file* images/ trash/: move, without requesting confirmation, al filesin the cur-
rent directory whose names begin with f i | e, together with the entire i nages direc-
tory to thet r ash directory, and show each operation carried out.

1.4. Remove

The rm command (ReMove) is equivalent to the DOS commands del and deltree, but
has more options. Its syntax is as follows:

rm<file|directory>
The most common options are:

e -r,o0r-R deleterecursively. Thisoption is mandatory for deleting a directory, empty
or not. However, you can also use rmdir to delete empty directories.

o -f:forcesdeletion of the files or directories. Use with care.

Some examples:

e rm images/*.jpg filel: deletes all files with names ending in . j pg in the i mages
directory and deletesf i | el in the current directory.

« rm-Rf images/misc/ file*: deletes, without requesting confirmation, the whol e directo-
ry mi sc inthei mages directory, together with all filesin the current directory whose
names begin withf i | e.

&. Using rm deletes files irrevocably. There is no easy way to restore them! Be
extra careful when using the - f option to skip confirmation request to ensure

that you do not delete something by mistake.

1.5. Create a Directory

mkdir (MaKe DIRectory) is equivalent to the DOS commands mkdir and md. Its syntax
isasfollows:
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Change the Working Directory

nmkdi r <directory>

Only the - p option isworth noting. It does two things:
1. creates parent directories if they did not exist previously. Without this option, mkdir
would just fail, complaining that these directories do not exist;

2. returns silently if the directory you wanted to create already exists. If the - p option
is not specified, mkdir sends back an error message, complaining that the directory
already exists.

Some examples:

» mkdir foo: createsadirectory f 0o in the current directory;

« mkdir -p images/misc: createsthe m sc directory inthei nages directory, creating
first the latter if it does not exist.
1.6. Change the Working Directory

The current working directory, symbolized by a period (. ), isthe place on the file system
you are “standing onto”. The double period (. . ) symbolizes the parent directory of the
current one which is “one level up”(or back) on the file system structure.

cd (Change Directory) letsyou navigate the file system structure. Its syntax isasfollows:
cd <directory>

Some examples:

» cd /tmp/images. changesto thei nages directory insidethe/ t np directory;
* cd -: changes to the previous current working directory;
« cd: changesto your personal (home) directory;

» cd ~/images. changesto thei mages directory inside your personal directory.

xi ﬁ Type pwd to display the directory you are currently located in.
S

2. Process Manipulation

From the system's point of view, applications run in one or many processes, consuming
system resources, such as memory and processor time. We present some commands to
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Information on Processes

monitor and manage those processes, and as a consequence, the applications they belong
to.

2.1. Information on Processes

The ps command displays alist of processes currently running on the system, according
to the criteriayou set.

Running ps without arguments will show only processes initiated by you and attached to
the terminal you are using:

$ ps
PID TTY TI ME CVD
18614 pts/3 00:00: 00 bash 20173 pts/3 00: 00: 00 ps

The most common options are:

 a: displays processes started by all users;

« X: displays processes launched from any terminal, not just yours (or even from no ter-
minal at al);

« u: displays for each process the name of the user who started it and the time at which
it was started.

2.2. Controlling Processes

Processes are controlled by means of signals. The kill and killall commands are used to
send signals to processes. The kill command requires a process number as an argument,
whilekillall requires a process name.

Please bear in mind that processes react differently to the same signals. You
cannot expect a priori that the process behaves as you thought it would when
you send it asignal.

kill <process_nunber>
killall <process_nanme>

Signals can be specified by number or name. Execute kill -l to view a list of available
signals. The most commonly used signals are:

« TERMor 15: thisis the default signal sent if the signal name or number is omitted. It
terminates the process gracefully.
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Mixing psand kill: top

e STOP or 19: thissignal is used to temporarily pause a process. Send signal CONT or
18 to continue a paused process.

» KI LL or9: thissignal isused to force processtermination. It iscommonly used to end a
processthat is not responding anymore (or “frozen”). It terminates the process abruptly.

Some examples:

« Kill 785: asks the process identified by the number 785 to finish execution giving the
process the chance to perform any clean-up operation it needs;

 Kill -KILL 785: forces termination of the process identified by the number 785 with-
out giving the process the chance to perform any clean-up operation. The process ends
immediately;

« killall -TERM make: asks all processes named make launched by this user to finish
execution.

Whatever happens, you will only control your own processes (unless you are r oot ) so
you do not need to worry about other users' processes since they will not be affected.

2.3. Mixing ps and Kill: top

top is a program which simultaneoudly fulfills the functions of ps and kill, and is aso
used to monitor processes in real-time giving information about CPU and memory usage,
running time, etc., as shown in Figure 15.1, “Monitoring Processes with top” [204].

F ) 4
515640k to )
506008k , , 244752k

PID USER PR NI WIRT RES SHR 5 XCPU EM COMMAMND
15 Ao 0:51 .21 \
iE

14m

Figure 15.1. Monitoring Processes with top
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The top utility is entirely keyboard controlled. Commands are case-sensitive. You can
access help by pressing h. Its most useful commands are the following:

¢ k: sends a signal to a process. You are asked for the process PID followed by the
number or the name of the signal to be sent (TERMor 15, by default);

e M: sortsdisplay of processes by the amount of memory they take up (field YvEM);

* P: sorts display of processes by the CPU time they take up (field %CPU): this is the
default sorting method;

e u: displays a given user's processes. You are asked to enter the user's name, not his
UID. If you do not enter any name, all processes are displayed;

« i: by default, all processes, even sleeping ones, are displayed. This command ensures
that only processes currently running are displayed (processes whose STAT field shows
R, Running) and not the others. Using this command again takes you back to showing
al processes.

3. Commands Documentation
If you want to know more about a given command options and usage, you can consult the
commands manual, or “man page”. The syntax for the man command is:

man <man_page>

Sections are like different chapters of a big book, each one specific to an aspect of the
system. Some commands might appear indifferent sections, so you might need to specify
which section you are interested in.

Sectionsare numbered from 1 to 9, and there'sa10 " one, called n. You canalso specify a
todisplay all matching sectionsfor agiven man page. If youomitthesect i on parameter,
the first matching man page is displayed.

man has its own man page, execute man man to display it.

4. Further Reading

Here we've just “scratched the surface” on the command line and its powerful tools.
If you want to read more you can try the GNU Linux Tools Summary Guide [http:/
www.tldp.org/L DP/GNU-Linux-Tools-Summary/html/index.html] from The Linux Doc-
umentation Project website [http://www.tldp.org].
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Appendix A. Where to
Get Documentation

Apart from the manuals included with Mandriva Linux, documentation is available from
many sources. The next few pages contain suggestions which you might find useful.

1. Mandriva Linux-Specific Documentation

1.1. Mandriva's Own Documentation

The manual you have in hand contains most of the documentation available for home
and corporate usage. Y ou may also consult our on-line versions for other products in our
documentation pages [http://doc.mandriva.com/].

Some of these manuals may be available in your Mandriva Linux pack, in the mandr i -
va- doc- MANUAL_NAME- en package. Onceinstalled, menu entries of the form Docu-

mentation' — MandrivaLinux MANUAL _NAME in English are available. Choose then
to open the manual in a browser and select the format you want to use.

NI~  Installing manuals

¢;% Y ou can check which manuals are available in your distribution by going to the
Control Center and choosing the Installing and Removing Software tool. Y ou
can then search for mandr i va- doc.

Mandriva Control Center InlineHelp.  All MandrivaLinux Control Center tools have

online help, which you can access through Help — Help from Mandriva Linux Control
Center's menu: the browser opens up with Mandriva Linux Control Center's help.

1.2. Internet Resources

Internet information sources are widespread and many web sites are devoted to Linux and
its use or configuration. However, some sources of information are better than others.

Your preferred source of information should be the Mandriva Linux officia web site
[http://www.mandrivalinux.com]. In particular, check out the support section [http://
expert.mandriva.com]. You can aso check out the Mandriva Community Wiki [http://
wiki.mandriva.com]. It offerslots of resources, information and documentation, which will
certainly interest Mandriva Linux users.
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Linux Useful Resources

1.2.1. Mandriva Security Advisories

The Mandriva Security Advisories web site [http://www.mandriva.com/security/] is
Mandriva's very own security site. It covers package vulnerabilities.

1.2.2. Mandriva E-training

The MandrivaeTraining web site [ http://etraining.mandriva.com/] allowsyou to buy qual-
ity Linux training to improve your Open Source knowledge. Y ou can access this web site
by using your Mandriva“My” account [https://my.mandriva.com/]. A free demo for some
training modulesis available, and many more if you are aregistered Club member.

2. Linux Useful Resources

Abstract

In this section, we present resources useful for any Linux distribution. Most are not written
specifically for Mandriva Linux, but may nevertheless prove useful.

2.1. The /usr/share/doc Directory

Most packages include their own documentation in one of the sub-directories of / usr/
shar e/ doc, whichwill be named after the specific package. MandrivaLinux's own doc-
umentation, when installed, isavailable in the/ usr/ shar e/ doc/ mandri va/ direc-
tory.

2.2. Web Resources

2.2.1. Security-Related Web Sites

Security Focus [http://www.securityfocus.com/]
Reviews current attacks and publishes vulnerability advisories for a great number of
products, including Mandriva Linux.

Linux Security [http://www.linuxsecurity.com/]
Entirely devoted to Linux and includes news, advisories, newsl etters, and many other
resources such as documentation, forums, tools, etc. Check out the site's documenta-
tion page [http://www.linuxsecurity.com/docs].

Linux dot com [http://www.linux.com]
Excellent site regularly fed with articles on present security issues. It also features ar-
ticles about desktop, sound, and more. Y ou should particularly check out the HOWTO
[http://howtos.linux.com/] section.
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The Man Pages

2.2.2. Other Linux Web Sites

Of the many existing web sites, here are some with the most information:

Linux Online! [http://mwww.linux.org/]
One of the very first sites devoted to Linux, it contains awhole slew of links to other
useful sites.

Freshmeat [http://freshmeat.net/]
Thisisthe place to visit to get the latest applications available in the Linux world.

Linux Weekly News [http://www.lwn.net/]
One of themost exhaustive Linux publicationsavailable, it coverseverything fromthe
latest security alerts to new distributions, information about current and past kernels,
books, and aweekly newsletter (for subscribers only).

And, of course, remember your favorite search engines. Generally speaking, they are the
most practical information seeking tools. A few carefully chosen keywords in a search
engine often produce the answers you need for your specific problem. With Google
™ you can even make a Linux-oriented search by visiting its Linux section [http://
www.google.com/linux].

2.3. The Man Pages

Abstract

The Manual Pages (also known as “man pages’) are aset of exhaustive documents, which
help you acquire better knowledge of Linux commands. The latter are usually issued
through the “command line” and allow great control over your system. Although these
man pages might seem discouraging at first, they offer great detail and we encourage you
to browse through them when a problem occurs.

This should be your primary source of information for shel | commands. Almost all
commands have a manual page. Other items, such as certain configuration files, library
functions for programmers and others system aspects also have their own man pages.

Man page contents are arranged in different sections. References to these are made in the
following manner: for example, open (2) , fstab (5) respectively refer to the open pagein
section 2 and the fstab pagein section 5.

\ ! »  Theeasiest way toview aman pageisthrough abrowser. Using Konqueror, type

;@ man: / man( 1) inthe Location bar for the man page for the man command to
be displayed. For example, to display the man page for fstab (5) , type man: /
f st ab(5) inthe Location field.
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Info Pages

To display a man page in aterminal (or shel | ), type man. The syntax to obtain a man
pageis:

man <manual page>

man also has documentation, which can be obtained by typing man man. Manual pages
are formatted and then displayed using the less pager.

The names of the manual pages and their relevant sections appear at the top of each page.
At the bottom of the page are references to other pages with related subjects (usualy in
the SEE ALSO section).

If you cannot find the right manual page — for example, you want to use the nknod
function in one of your programs but you end up on the mknod command page — make
sure you spell out the section explicitly. In our example: man 2 mknod. If you forget the
exact section, man -a mknod will read through all the sections looking for pages named
nknod.

2.4. Info Pages

info pages complete the documentation included in the manua pages. The command to
access info pages from aterminal isinfo.

Info pages are organized using atree structure, the top of whichiscalled di r . From there,
you can access all info pages.

info may be called up in two ways: either by omitting any argument, thereby placing you
at the very top of the tree structure, or by adding a command or a package name, which
(if it exists) opens the relevant page. For example:

i nfo emacs
In the info pages:
* Buffers::

indicatesalink. Moving the cursor to thislink (using the arrow keys) and pressing Ent er
takes you to the corresponding info page.

Y ou may also use the following keyboard shortcuts:

» u: for Up, takes you up onelevel;
« n: for Next, takes you to the next info page on the same tree-structure level;

« p: for Prev, takes you back to the previous info page.
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HOWTOs

e @ for Quit, exitsthe info page viewer.
A great number of commands may be listed by pressing the ? key.

NI  You can aso display info pages in Konqueror by using thei nf o: / prefix in
;93 your URL. For example, to display theinfo page for make, typei nf o: / make
in the Location field.

This makes navigation through the info pages much easier.

2.5. HOWTOs

HOWI'Gs published by the TLDP (The Linux Documentation Project) are availablein many
languages and cover many aspects of your system. As long as the proper packages are
installed (the howt o- ht m - en package for the English edition), HOAMTGs provide you
with an answer to a specific question or a solution to a problem. The documentation is
locatedinthe/ usr/ shar e/ doc/ HOMQ HTM./ en/ directory. TheseareHTML files
readable and printable with any web browser.

The list is quite long. To get an idea of its length, consult the TLDP web site [http://
www.tldp.org/HOWTO/HOWTO-INDEX/howtos.html]. Y ou can have the documents|o-
cally by installing the howt o- ht M package corresponding to your language. You can

then access them through the Documentation' - Howtos menu.

When you encounter a complex problem, start by reading the corresponding HOATQ,
if available. Not only will you be given a solution to your problem, but you will also
learn a great deal at the same time. Examples of what is covered range from networking
(NET- 3- HOMO), sound card configuration (Sound- HOATO), the writing of CD media
(CD- Wi ting- HOMO) aswell as NIS and NFS configuration and much much more.

NI~ Animportant stepisto check the modification dates of the HOAT Odocuments—

;QS such asthe publication date located at the beginning of the document — to make
sure they are up-to-date. Otherwise, the information may be invalid. Watch out
for old HOM Gs relating to hardware configuration: Linux evolvesvery quickly
inthe hardware area. Something elseto keep in mind: in the free software world,
theterm “old” carrieseven moreweight thanin T in general: free software may
be considered old after being around for only fifteen days!

HOW Gs are available on-line on TLDP [http://www.tldp.org/] web siteand are
% likely to be dightly more up-to-date there. Have alook at the following as well:

HOW Gs classified by categories [http://www.tldp.org/HOWTO/HOWTO-IN-

DEX/categories.ntml], and FAQ s [http://www.tldp.org/docs.html#faq].
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Appendix B. About the
Making of this Manual

1. Technical Infrastructure

Thismanual iswritten and maintained by NeoDoc [http://www.neodoc.biz]. Translations
are assured by NeoDoc, Mandriva and other translators.

This document was written in DocBook XML. The set of files involved were man-
aged using the Calenco Collaborative XML Content Management System (CMYS) [http://
www.calenco.com]. The XML source files were processed by saxon, and fop using a cus-
tomized version of Norman Walsh's stylesheets. Screen shots were taken using xwd or
GIMP and converted with convert (from the ImageMagick package). Diagrams were cre-
ated with Inkscape. All these programs are free software and most of them are available
in your Mandriva Linux distribution.

2. Help Improve Mandriva Linux Documentation

In the open-source philosophy, contributors are alwayswel comed! Updating the Mandriva
Linux documentation pool is quite atask. Y ou could provide help in many different ways.
In fact, the documentation team is constantly looking for talented volunteers to help usto
accomplish the following tasks:

* writing or updating;

 trandating;

 copy editing;

e XML/XSLT programming.

If you have lots of time, you can write or update a whole chapter; if you speak a foreign
language, you can help us translate our manuals; if you have ideas on how to improve the
content, let us know; if you have programming skills and would like to help us enhance

the Calenco CM S [http://www.calenco.com], join in. And please don't hesitate to contact
usif you find any mistakesin the documentation so we can correct them!

For any information about the Mandriva Linux documentation project, please contact the
documentation administrator [ mailto:documentation@mandriva.com] or visit the Man-
driva Linux Documentation Project Pages [http://wiki.mandriva.com/en/Devel opment/
Tasks/Documentation].
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Help Improve Mandriva Linux Documentation

S Since June 2004 the Mandriva Linux documentation and the development of
% Calenco is handled by NeoDaoc [http://www.neodoc.biz].
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Appendix C. The GNU
General Public License

Abstract

The following text is the GPL license that applies to most programs found in Mandriva
Linux distributions. The original can be found at the GNU website [http://www.gnu.org/
copyleft/gpl.html].

Version 2, June 1991 Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place - Suite 330, Boston, MA 02111-1307, USA

Everyoneis permitted to copy and distribute verbatim copies of thislicense document, but
changing it is not allowed.

1. Preamble

Thelicensesfor most software are designed to take away your freedom to share and change
it. By contrast, the GNU General Public License is intended to guarantee your freedom
to share and change free software — to make sure the software is free for al its users.
This General Public License applies to most of the Free Software Foundation's software
and to any other program whose authors commit to using it. (Some other Free Software
Foundation softwareis covered by the GNU Library General Public Licenseinstead.) You
can apply it to your programs, too.

When we speak of free software, we arereferring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish), that you receive source code or can get
it if youwant it, that you can change the software or use pieces of it in new free programs,
and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions translate to certain responsi-
bilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. Y ou must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps:

1. copyright the software, and
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Terms and conditions for copy-
ing, distribution and modification

2. offer youthislicensewhich givesyou legal permissionto copy, distribute and/or modify
the software.

Also, for each author's protection and ours, we want to make certain that everyone un-
derstands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problemsintroduced by otherswill not reflect on the original authors
reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses,
in effect making the program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at al.

The precise terms and conditions for copying, distribution and modification follow.

2. Terms and conditions for copying, distribution and
modification

» 0. This License applies to any program or other work which contains a notice placed
by the copyright holder saying it may be distributed under the terms of this General
Public License. The“Program”, below, refersto any such program or work, and a“work
based on the Program” means either the Program or any derivative work under copyright
law: that isto say, awork containing the Program or a portion of it, either verbatim or
with modifications and/or trandated into another language. (Hereinafter, trandation is
included without limitation in the term “modification”.) Each licensee is addressed as
“you”.

Activities other than copying, distribution and modification are not covered by this Li-
cense; they are outside its scope. The act of running the Program is not restricted, and
the output from the Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the Program). Whether that
is true depends on what the Program does.

* 1. You may copy and distribute verbatim copies of the Program'’s source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish
on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all
the notices that refer to this License and to the absence of any warranty; and give any
other recipients of the Program a copy of this License along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and you may at your
option offer warranty protection in exchange for afee.
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ing, distribution and modification

¢ 2. Youmay modify your copy or copiesof the Program or any portion of it, thusforming
awork based on the Program, and copy and distribute such modifications or work under
the terms of Section 1 above, provided that you also meet all of these conditions:

a. Youmust causethe modified filesto carry prominent notices stating that you changed
the files and the date of any change.

b. You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed asawhole
at no charge to al third parties under the terms of this License.

c. If the modified program normally reads commandsinteractively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to
print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide awarranty) and that
users may redistribute the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on the Program is
not required to print an announcement.)

These requirements apply to the modified work asawhole. If identifiabl e sections of that
work are not derived from the Program, and can be reasonably considered independent
and separate worksin themselves, then this License, and itsterms, do not apply to those
sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Program, the distribution of
the whole must be on the terms of this License, whose permissions for other licensees
extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, theintent isto exercisetheright to control thedistribution
of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Pro-
gram (or with a work based on the Program) on a volume of a storage or distribution
medium does not bring the other work under the scope of this License.

¢ 3. You may copy and distribute the Program (or a work based on it, under Section 2)
in object code or executable form under the terms of Sections 1 and 2 above provided
that you also do one of the following:

a Accompany it with the complete corresponding machine-readable source code,
which must be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,
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b. Accompany it with a written offer, valid for at least three years, to give any third
party, for acharge no more than your cost of physically performing source distribu-
tion, acompl ete machine-readable copy of the corresponding source code, to be dis-
tributed under the terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

c. Accompany it with the information you received as to the offer to distribute corre-
sponding source code. (This alternative is allowed only for noncommercial distribu-
tion and only if you received the program in object code or executable form with
such an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for making modifi-
cations to it. For an executable work, complete source code means all the source code
for al modulesit contains, plus any associated interface definition files, plus the scripts
used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally dis-
tributed (in either source or binary form) with the major components (compiler, kernel,
and so on) of the operating system on which the executabl e runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from
a designated place, then offering equivalent access to copy the source code from the
same place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

* 4. Youmay not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or dis-
tribute the Program is void, and will automatically terminate your rights under this Li-
cense. However, partieswho havereceived copies, or rights, from you under thisLicense
will not havetheir licenses terminated so long as such partiesremain in full compliance.

* 5. You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Program or its derivative
works. These actions are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

» 6. Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, distribute
or modify the Program subject to these terms and conditions. Y ou may not impose any
further restrictions on the recipients exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.
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e 7. If, as aconsequence of a court judgment or allegation of patent infringement or for
any other reason (not limited to patent issues), conditions are imposed on you (whether
by court order, agreement or otherwise) that contradict the conditions of this License,
they do not excuse you from the conditions of this License. If you cannot distribute so
asto satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consegquence you may not distribute the Program at all. For exam-
ple, if a patent license would not permit royalty-free redistribution of the Program by
al those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable under any particular cir-
cumstance, the balance of the section is intended to apply and the section asawholeis
intended to apply in other circumstances.

It isnot the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of
protecting the integrity of the free software distribution system, which is implemented
by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or sheiswilling to distribute
software through any other system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be a consequence
of therest of this License.

e 8. If the distribution and/or use of the Program is restricted in certain countries either
by patents or by copyrighted interfaces, the original copyright holder who places the
Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries
not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.

¢ 9. The Free Software Foundation may publish revised and/or new versions of the Gen-
eral Public License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a ver-
sion number of this License which applies to it and "any later version”, you have the
option of following the termsand conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does not specify a version
number of this License, you may choose any version ever published by the Free Soft-
ware Foundation.
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NO WARRANTY

« 10. If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For soft-
ware which is copyrighted by the Free Software Foundation, write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by
the two goals of preserving the free status of all derivatives of our free software and of
promoting the sharing and reuse of software generally.

NO WARRANTY

* 11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLI-
CABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPY -
RIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK ASTOTHE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH
YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST
OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

* 12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED
TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY
WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMIT-
TED ABOVE, BELIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENER-
AL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT
OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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